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Executive summary

We found $23.5 million a year of savings across 13,020 opportunities on 73,592 resources, and
we would plan on $17.2 million to $21.6 million of it. Carried out in full, the opportunities take the
monthly bill from $4.6 million to $2.6 million, a reduction of 43.5%, and the annual bill by $24.2
million once the knock-on effect on Supportis counted. These are estimates from your own
usage and AWS list prices, net of the 7% private pricing discount. They become measured savings
only inweek 6, change by change, onyour Cost and Usage Report.

Identified is not the same asrealizable, and the gap is a contract. StrataForge’s private pricing
agreement has a spend floor. At today’s usage the roadmap takes spendin contractyear 3to
$31.9 million, whichis $10.1 million under the $42.0 million commitment, and we assume AWS bills
the difference as a true-up (we have not read the contract). So at today’s usage $13.7 million of
the identified savings reaches StrataForge in that year. Renegotiating the commitment to $31.0
million closes the gap and makes it $23.8 million (The private pricing floor).

The identified savings beside what StrataForge can realize. The third row depends on usage staying flat,
and the last row depends on the private pricing renegotiation.

Measure PeryearWhatitis

Identified $23,520,211The sum of all 13,020 opportunities, each priced net of the
private pricing discount

Planning range $17,239,885 toThe identified figure by tier, at the realization rate we
$21,617,305assume for each (Tiers, and the range we plan on)

Realizable in contract $13,715,103The reductionin year-3 spend, $23,791,047, less the

year 3, usage flat $10,075,944 true-up under the commitment

Realizable once the $23,791,047The same year, with the commitment reset to $31,000,000
commitmentis and the discount held at 7%; it is above the identified figure
renegotiated forthe reasons below the table

Why the last row is above the identified figure. [t measures the reduction in contract-year-3
spend, not the sum of the opportunities, and the two differ by three things: $705,742 for the fallin
Enterprise Support, which is a percentage of the bill and shrinks with it; $4,519 for the coverage
effect; and $439,425 less, because some lines start after contract year 3 begins. The bridge isin
The private pricing floor. This report plans the roadmap as scheduled, so none of thatis a decline;
laterreportsreplace the plan with the owners’ decisions.
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Three things shape how to read the number:

1. Nothingis counted twice. The savings are an ordered stack. Waste is removed first, then
rightsizing, then schedules, then storage and architecture changes, and only then are
commitments sized to what is left (Method). Aresource can appearin more than oneline, such
as aninstance thatisrightsized and then scheduled, and eachline is priced on the state the
earlieronesleave. The waterfall below adds up to the after-roadmap bill exactly.

2. Not all of itis the same kind of work. $10.0 million (42%) is hygiene: 10,071 scripted, low-risk
changes that need only an owner’s sign-off. $9.5 million needs build, test, and a change
window, and $1.6 million waits on a decision, a firmware release, or avendor (Tiers, and the
range we planon).

3. The private pricing floor is the number that surprises. The roadmap is still the right call, and
the time to renegotiate is now, before the savings reach the bill (The private pricing floor).

Why a capable team missed it

Three things outran a capable FinOps team: the Kestrel acquisition added five accounts with
never-expire defaults in November 2025, GPU training spend tripled in a year, and platform
defaults (nologretention, no lifecycle rules, gp2 launch templates) created waste faster than
quarterly reviews could find it.

Tiers, and the range we plan on

Opportunities differin how likely they are to land in full. We sort them into four tiers and apply a
realization rate to each: the share of the identified savings we expect to see on the bill. The rates
are planning assumptions, not measurements. Week 6 replaces them with a measured figure for
every change.
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The four tiers, the realization rate assumed for each, and the planning range they give.

Tier Opportunities Identified per Realization Planning range
year assumed peryear
Hygiene: scripted, low risk, owner 10,071 $9,957,050 90%to100% $8,961,345 to
sign-off only $9,957,050
Engineering: needs build, test, and 2,879 $9,540,560 60% 10 85% $5,724,336to
achange window $8,109,476
Decision or dependency: needs an 67 $1,572,740 30%t070% $471,822 to
owner decision, firmware, or a $1,100,918
vendor
Commitments: finance approval, 3 $2,449,861 85%t0100% $2,082,382to
sized to what remains $2,449,861
Total 13,020  $23,520,211 $17,239,885 to

$21,617,305

The hygiene tieris nearly certain because the changes are scripted and reversible. The decision
tieris the least certain: it holds the changes that need robot firmware 7.4, a data-governance
review, orasponsor’s approval, and some of those will not be approved as written. The
commitments tieris the firmest after hygiene, becauseitis a purchase finance approves andnot a

change engineers build.

From today's bill to the roadmap's
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The reconciliation: from today’s bill to the roadmap’s, in thousands of dollars a month.
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Thereconciliation, line by line. The last row is the sum of the four lines above it.

Step Change to the Running
monthly bill total

August 2026 run-rate, net $4,642,925

Changes: waste, schedules, rightsizing, storage, and -$1,755,863 $2,887,063

architecture

Commitments: Database, SageMaker, and Compute Savings -$204,55 $2,682,908

Plans, resized as they renew

Support: Enterprise Supportis a percentage of the bill -$58,812 $2,624,096

Coverage effect: re-pricing the whole estate once, not line by -$377 $2,623,719

line

After the roadmap -$2,019,206  $2,623,719

The "coverage effect” is the measured overlap between the lines: where two changes touch the
same resource, adding up each opportunity’s estimate counts alittle too much or too little, and
re-pricing the whole estate hour by hour after every change shows how much. Itis $377 amonth
here, and we show it so that the table reconciles to the cent. Itis measured, never a balancing

figure. Each commitmentline is a measured step too: the estateis priced with today’s

commitments, then with the Database Savings Plan added, then with the SageMaker Savings
Plan, then with the commitments resized, and the difference at each stepis thatline’s saving

(Deliverable 4: the commitment plan).
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What is in the number, by category and by wave
Identified savings by category

Architecture 6.9

Commitments

N

(@)
N
IN

Schedules

0.0 1.0 2.0 3.0 4.0 5.0 6.0 7.0

$ millions ayear

|dentified savings by category, millions of dollars a year.

Identified savings by category. One-time costs are lifecycle transition requests and archive snapshots.

Category Opportunities Resources Per month Peryear One-time cost
Architecture 820 820 $573,258 $6,879,096 $0
Storage 3,447 3,447 $383,690 $4,604,276 $115,614
Rightsizing 2,205 2,205 $366,507 $4,398,082 $0
Waste 6,060 66,309 $268,835 $3,226,015 $13,198
Commitments 3 3 $204,155 $2,449,861 $0
Schedules 485 808 $163,573 $1,962,882 $0
Total 13,020 73,5692  $1,960,018  $23,520,211 $128,812
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Savings by wave. The backlog waits on a date or a dependency that falls outside the six weeks.

Wave When Opportunities Per month Peryear
Week 3 Week of September7,2026 9,955 $806,971 $9,683,651
Week 4 Week of September 14,2026 2,094 $568,242 $6,818,903
Week 5 Week of September 21,2026 473 $368,037 $4,416,439
Backlog After October2,2026 498 $216,768 $2,601,218
What we need from you

Five decisions come out of thisreport. The sponsor readout (deliverable 7, delivered with this
report) puts themin front of Priya Raman and Ravi Menon.

1. Approve the roadmap and its four waves, with every change still approved by the owner of
its workload.

2. Approve the commitment plan: a one-year Database Savings Plan at $25 anhour(and a
second one for $81an hour when the Aurora reservations end) and a one-year SageMaker
Savings Plan at $61anhourinweek four, and a queued three-year Compute Savings Plan of
$530 an hour starting November1,2026, with a second tranche of $210 an hourin March
2027.The three-year tranches commit $19.4 million over their term (Deliverable 4: the
commitment plan).

3. Approve Deep Archive as the storage class for the disaster-recovery copy of raw telemetry.
Any object comes back within 48 hours, and arestore of the whole copy has apriceand a
duration, in Replicating straightinto Deep Archive.

4. Send the data-lake retention changes to the data-governance council before anyone is
asked to approve them, and SAP backup retention to the SOX controls owner (S3: lifecycle
rules and Intelligent-Tiering by data class).

5. Start the private pricing renegotiation now, before the savings reach the bill;: at today’s
usage the roadmap leaves contract year 3 $10.1 million under the commitment (The private

pricing floor).

Method

The numbersin thisreport come from one model of your estate, rebuilt from the resource
inventory and the Cost and Usage Report, and priced hour by hour. This section says how itis built,
so that a finance reviewer or your own engineers can checkiit.
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The ordered stack

Each opportunity is a change to one resource or a group of resources. Aresource can appearin
more than one opportunity, such as aninstance thatis rightsized and then scheduled, ora
database thatisrightsized, upgraded, and scheduled. Each stepis priced on the estate as the
steps beforeit leave it, so the later line is worth what remains after the earlier one, and the lines
add up without counting the same dollar twice:

1. Wasteisremoved. Idle, orphaned, and unused resources go to zero.

2. Compute and databases are rightsized, and moved to Graviton where the workload allows it,
using the capacity thatis left.

3. Schedules apply. Non-productioninstances and databases run only outside the hours
nobody uses them, priced at the size step 2 leaves.

4. Storage and architecture change. Lifecycle policies, endpoints, logging scope, and data-
path changes are priced on the volumes that remain.

5. Commitments are sized to what is left, one measured step at a time. The estate after steps|1
to 4is priced with today’s commitments held as they are. Then the Database Savings Planis
added and the saving is measured, then the SageMaker Savings Plan, then the Compute
Savings Plans are resized as the old ones end. Each commitment line in the roadmap is the
difference between two of those prices, neveraremainder.

6. Support follows the bill. AWS Enterprise Supportis the greater of $5,000 or 10% of monthly
chargesup to $150,000, 7% from $150,000 to $500,000, 5% from $500,000 to $1million,
and 3% above $1million, so it falls as the bill does.

7. The coverage effect is the measured difference between the sum of the parts and the re-
pricedwhole. Itis small, and it is measured, not plugged.

Asnapshot deletedinstep Tis therefore neveralso tieredin step 4. Aninstance rightsizedin step 2
and scheduledin step 3is scheduled at its new size, and a database rightsized in step 2 is covered
atitsnewsizeinstep 5, neveratitsold one.

Tiers and the planning range

Every opportunity belongs to one of four tiers by who has to act and what could stop it: hygiene
(scripted, lowrisk, owner sign-off only), engineering (build, test, and a change window), decision
(anownerdecision, a firmware release, or avendor), and commitments (finance approval). Each
tier carries arealizationrate, the share of its identified savings we expect to reach the bill. The rates
are planning assumptions, and the report says so whereverit uses the range (Tiers, and the range
we plan on). They are not a forecast, and week é replaces them with measurements.
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What counts toward the private pricing floor

The private pricing agreement commits StrataForge to a minimum annual spend. We assume the
commitment counts spend net of the private pricing discount, Savings Plans and reservation fees
included, and that 96.4% of the billis eligible for the discount. Contract-year spendis projected
two ways, at today’s usage and at the pace of the last sixmonths, and the realizable savings in this
report are the reductionin spend net of any true-up under the floor (The private pricing floor). We
have notread the contract, so each of those assumptionsis a question for RaviMenon’s team.

Prices

Every priceis alist price from the AWS Price List APl (get-products, us-east-1endpoint). For this
sample, all of them were retrieved on October13,2026; a live report carries the date of its own
analysis. Savings Plans rates come from describe-savings-plans-offering-rates and a 30-day
Spot price history fromdescribe-spot-price-history. Savings are then shown net of the 7%
private pricing discount: an opportunity worth $40,179 a month at list is worth $37,367 a month to
StrataForge. Where we quote an AWS price inarecommendation, itis the us-east-1price onthe
retrieval date. The appendix lists every price source (Appendix C: price provenance).

Thresholds

The rules that turn measurements into findings.

Finding Rule

Idleinstance 95th-percentile CPU under 4%, average CPU under 2%, and under 1 GB of network

amonth over 30 days; GPU utilization under 2% where there is a GPU

Long-stopped Stopped formore than 30 days, with volumes still billed
instance

Unattached volume Detachedformore than 30 days

Orphaned snapshot Source volume deleted, no AMI or backup policy referencesit, and the newest
or AMI snapshotis more than 90 days old

Idle load balancer No healthy targets and no requests for 30 days

Unassociated Elastic Unassociated for 30 days ormore
IP

Idle non-production Zero connections and 95th-percentile CPU under 3.5% for 14 days; deletion keeps
database afinal snapshot for 90 days

Idle notebook or No kernel activity for 21days or more
Studio app
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Finding

Rule

Rightsizing,
production

Rightsizing, non-
production

Databases
Rightsizing without
memory data

Schedules

Excluded from
rightsizing

S3lifecycle

One size downwhen p?5 CPU s at orunder 30% and p?5 memory at orunder 45%
over 14 days

One size down when p95 CPUis at orunder 40% and p95 memory at orunder
50%; two sizes when p95 CPU at orunder 20% and p95 memory at orunder 35%

Resized only with CPU and memory headroom measured, one cluster at atime,
readers before the writer

One step only when p95 cpuis at orunder15% (production) or 25% (non-
production), and labeled medium confidence

Non-production capacity with no use outside 7 a.m.to 7 p.m. local time on
weekdays runs 260 of 730 hours a month; a performance-test node group scales
tozero outside its test windows and runs 100

GPU hosts, SAP HANA hosts, Spotinstances, and instances inside a capacity
reservation

Object age from S3 Inventory (share of bytes olderthan 90 and 365 days) and
reads from server accesslogs; retrieval charges on objects stillread after they
move are counted against the saving

Effort, risk, and confidence

o Effort S: one owner, one change, aday orless. M: afew days with testing and a pull request in
onerepository. L: needs anotherteam’srelease, such asrobot firmware, or a database

migration.

o Risk Low: the change can bereversedin minutes and affects nothing customers use.
Medium: it touches production oris hard toreverse, and needs arollback rehearsed first.
Every commitment other than the three-year Compute planis Medium, because a Savings
Plan cannot be returned once it starts, and sois every S3 line that expires objects or
noncurrent versions, because an expired version is gone. High: a commitment that cannot be
returned and runs for years. The only opportunity rated Highis the three-year Compute
Savings Plan (C-0002).

« Confidence applies to rightsizing: high means CPU and memory were measured, medium

means CPU only.

Vantalect
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Where each change is made

If an opportunity’s repository column names one of your four repositories, the changeis a pull
request there: AWS CDK (TypeScript) in fleet-infra, crucible-infra,and enterprise-infra, and
CloudFormation StackSetsin platform-landing-zone. If it says "(notin code)," the resource was
built by hand, and the changeis a scripted runbook run by the owner, with the commandin the
runbook below. Neither path changes anything until the owner signs off.

Deliverable 2: the waste register

$3.2 million a year of StrataForge’s bill pays for resources nobody uses: 6,060 findings covering
66,309 resources. Removing them needs no new design, only an owner’s yes and a safe way back.
The full registeris a CSV with one row per finding: docs/samples/strataforge/data/cost/waste-

register.csv.

The waste register by kind, largest first.

Kind of waste Findings Resources Per Per year One-time
month cost
Idleinstances 146 146 $57,296  $687,554 $1,868
Unattached volumes 1,428 1,428 $46,511  $558,133 $10,472
Orphaned shapshot chains 1,433 43,961 $41,979  $503,752 $0
Idle SageMaker notebooks and Studio 49 49 $41,237  $494,839 $0
apps
Unused p5 capacity reservation 1 1 $37,367 $448,400 $0
Unused AMiIs and their snapshots 2,727 20,448 $21,483  $257,790 $0
Unused Redshift cluster 1 1 $13,035 $156,419 $0
Idle non-production databases 14 14 $6,192 $74,307 $624
Kinesis streams with no traffic 3 3 $1,528 $18,330 $0
Long-stopped instances 48 48 $955 $11,456 $234
Idle load balancers 44 44 $689 $8,273 $0
Unassociated Elastic IPs 166 166 $563 $6,762 $0
Total 6,060 66,309 $268,835 $3,226,015 $13,198
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The 25 largest findings

The 25 waste findings with the largest annual savings, each with its evidence.

ID Account Resource Finding Evidence Owner Per  Peryear
month
W-6059 crucible-training-  cr-0c6c09c9a8 Reduce the On-Demand Capacity Reservationtowhat training  30-day average of Hiro $37,367 $448,400
prod 70c0fa9 uses: 5xp5.48xlargereserved, 2.9 inuse on average. instancesrunninginthe  Tanaka
Proposed: 4 xp5.48xlarge; burst with EC2 Capacity Blocks for  reservation
ML
W-6060 corp-data- bi-legacy Snapshot and delete the unused dc2 Redshift cluster: 4 x no queries since March Lucas $13,035  $156,419
warehouse dc2.8xlarge. Proposed: Final snapshot, then delete 2025 Ferreira
W-0157 sandbox-ml i-0d8c93123ba Terminateidleinstance: g5.12xlarge (Linux), 1volumes, 88 GB. p95 CPU1.1%, average Hiro $3,859  $46,307
6b74bd Proposed: Archive snapshot, then terminate 0.4%,network 0.53GB  Tanaka
in 30 days
W-6029 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernel activity for29  Hiro $3,517  $42,205
studio- running 653 hours a month. Proposed: Idle shutdown after 60 days Tanaka
app-83776 minutes (lifecycle configuration)
W-6030 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernel activity for 26 Hiro $3,321 $39,855
studio- running 624 hours a month. Proposed: Idle shutdown after 60 days Tanaka
app-03803 minutes (lifecycle configuration)
W-6042 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernel activity for35  Hiro $3,185 $38,225
studio-app- running 603 hours a month. Proposed: Idle shutdown after 60 days Tanaka
foc4c minutes (lifecycle configuration)
W-6033 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernelactivityfor24  Hiro $3,054  $36,650
studio-app- running 583 hours a month. Proposed: Idle shutdown after 60 days Tanaka
cb9b2 minutes (lifecycle configuration)
W-6027 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernel activity for36  Hiro $2,709 $32,512
studio- running 531 hours amonth. Proposed: Idle shutdown after 60 days Tanaka
app-8e587 minutes (lifecycle configuration)
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ID Account Resource Finding Evidence Owner Per  Peryear
month
W-6041 crucible-research  studio- Stopidle notebook and turn onidle shutdown: ml.g5.12xlarge,  nokernel activityfor30  Hiro $1,787 $21,443
studio- running 391hours amonth. Proposed: Idle shutdown after 60 days Tanaka
app-77573 minutes (lifecycle configuration)
W-0075 crucible-research  i-0d3d374dd66 Terminateidleinstance: g5.4xlarge (Linux),1volumes, 115 GB. P95 CPU2.3%, average  Hiro $1.113 $13,359
eab6cc Proposed: Archive snapshot, then terminate 0.8%, network 0.46 GB  Tanaka
in 30 days
W-0071 crucible-research  i-0134859cef9 Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 142 GB. p95 CPU1.6%,average  Hiro $1,113 $13,357
5al2a8 Proposed: Archive snapshot, then terminate 0.6%,network 0.11GBin Tanaka
30 days
W-0074 crucible-research  i-06eef61249b Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 115 GB. p95 CPU0.5%, average  Hiro $1,11 $13,333
67097 Proposed: Archive snapshot, then terminate 0.3%,network 0.59GB  Tanaka
in 30 days
W-0070 crucible-research  i-0ad36e94d73 Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 94 GB. p95 CPU 3.0%, average  Hiro $1,110 $13,314
6d661a Proposed: Archive snapshot, then terminate 1.6%, network 0.38 GBin Tanaka
30 days
W-0072 crucible-research  i-0f9albef769 Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 94 GB. p95CPU2.5%, average  Hiro $1,10 $13,314
e75e70 Proposed: Archive snapshot, then terminate 1.3%, network 0.56 GBin Tanaka
30 days
W-0076 crucible-research  i-04c53b2c78b Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 65 GB. p95 CPU 3.1%, average Hiro $1,109 $13,303
b33d05 Proposed: Archive snapshot, then terminate 1.3%, network 0.06 GB Tanaka
in 30 days
W-0073 crucible-research  i-0a5579401cc Terminateidleinstance: g5.4xlarge (Linux), 1volumes, 72 GB. p95CPU2.6%, average  Hiro $1,108 $13,295
bc8069 Proposed: Archive snapshot, then terminate 0.8%, network 0.17GBin Tanaka
30 days
W-0077 crucible-research  i-0b8deb1d821 Terminateidleinstance: g5.4xlarge (Linux),1volumes, 55 GB. p95 CPU1.7%, average Hiro $1,107 $13,280
dccaba Proposed: Archive snapshot, then terminate 0.9%, network 0.16 GBin Tanaka
30 days
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ID Account Resource Finding Evidence Owner Per  Peryear
month
W-0078 crucible-research  i-0ffcd8a7e38 Terminateidleinstance: g5.4xlarge (Linux),1volumes, 55 GB. p95CPU1.2%, average  Hiro $1,107 $13,280
639077 Proposed: Archive snapshot, then terminate 0.6%,network 0.11GBin Tanaka
30 days
W-0194 suspended- i-0c2e039619a Terminate idle instance: c4.4xlarge (Linux), 2 volumes, 4,703 P95 CPU1.9%, average  Elena $978 $11,733
legacy-ci 76e318 GB. Proposed: Archive snapshot, then terminate 0.9%, network 0.46 GB  Vasquez
in 30 days
W-0190 suspended- i-@0bb0a547630 Terminateidleinstance: c4.4xlarge (Linux), 2 volumes, 4,544 p95 CPU 3.1%, average Elena $963 $11,556
legacy-ci 63fa2f GB. Proposed: Archive snapshot, then terminate 1.1%, network 0.33 GBin Vasquez
30 days
W-0183 suspended- i-076ce561bd4  Terminateidle instance: c4.4xlarge (Linux), 2 volumes, 4,450 p95CPU1.9%,average  Elena $954 $11,451
legacy-ci 8be463 GB. Proposed: Archive snapshot, then terminate 0.9%, network 0.20GB  Vasquez
in 30 days
W-0186 suspended- i-@ee3f4f06f9 Terminateidleinstance: c4.4xlarge (Linux), 2 volumes, 4,438 p95 CPU1.9%, average Elena $953 $11,438
legacy-ci f263ac GB. Proposed: Archive snapshot, then terminate 0.7%,network 0.11GBin  Vasquez
30 days
W-0192 suspended- i-08e592f836¢c Terminateidleinstance: c4.4xlarge (Linux), 2 volumes, 4,408 P95 CPU2.6%, average  Elena $950 $11,404
legacy-ci cf9ab5s GB. Proposed: Archive snapshot, then terminate 1.1%, network 0.03GBin Vasquez
30 days
W-0184 suspended- i-@caeafb95b@ Terminateidleinstance: c4.4xlarge (Linux), 2 volumes, 4,049 P95 CPU0.4%, average Elena $917 $11,004
legacy-ci c70587 GB. Proposed: Archive snapshot, then terminate 0.2%,network 0.05GB  Vasquez
in 30 days
W-0185 suspended- i-0f2d0271f1f Terminateidleinstance: c4.4xlarge (Linux), 2 volumes, 3,974 p95CPU2.3%, average  Elena $910 $10,920
legacy-ci 1e6db9 GB. Proposed: Archive snapshot, then terminate 1.4%,network 0.20GB  Vasquez
in 30 days
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Two patterns stand out. The idle GPU instances and Studio apps in the Crucible research and
sandbox accounts are a habit, not an accident: aresearcher starts alarge instance, finishes, and
the instance keeps running. The fixis an idle shutdown that stops them without anyone
remembering to (Idle notebooks and Studio apps: stop them, then make idle shutdown the
default). And the largest single line is a capacity reservation for p5 instances that keeps two of its
five slotsidle on average (The p5 capacity reservation: shrink it, and burst with Capacity Blocks).

How every removal is done

The same five rules apply to every runbook below.

1. The owner signs off first. The register names the owner. Nothing is deleted on our word alone.

2. Tagbefore you act. Tag the resource sf: pending-removal=<date>and wait one business day
foran objection.

3. Keep away back, at the cost the runbook states: a snapshotinthe archive tier, a final
snapshot, oraretentionrule in Recycle Bin.

4. Proveitinthe bill. Each change is measured on the Cost and Usage Report a week later; this is
what week 6 counts.

5. Iftheresourceisin code, delete it from the repositoryin a pull request, so the next deploy
doesnotrecreateit. If the register says "(notin code)," use the commands.

Runbooks, one per kind of waste

Idle and long-stopped instances: archive a shapshot, then terminate

Scope: 146 idleinstances ($687,554 a year) and 48 instances stopped for more than 30 days
($11,456 ayear). Rollback: restore the snapshots from the archive tier, register the root snapshot
as animage, and launch a new instance from the settings the script saves first. The archive tier
costs $0.0125 per GB-month against $0.05 for a standard snapshot, with a 90-day minimum and
arestore time of up to 72 hours. Keep the archived snapshots for the full 90 days, then delete
them; the one-time costin theregisteris those three months of archive storage.

The script stops at the first failed call. It terminates only after every snapshot reads completed, so a
failed snapshot leaves the instance stopped and intact.

BASH

#!/bin/bash

# Archive every volume of one instance, then terminate it. Run as the remediation role, once
per instance.

set —euo pipefail

ID=<instance-id>; REGION=<region>; REG=<register-id>; DELETE_AFTER=<yyyy-mm-dd>

# 1. Stop the instance (an idle instance can wait a week stopped; it is a cheap, reversible
first step).
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aws ec2 stop-instances —--instance-ids "$ID" --region "$REGION"
aws ec2 wait instance-stopped —-instance-ids "$ID" —--region '$REGION"

# 2. Save what a rollback needs: the launch settings (subnet, security groups, profile, key,
private IP, device names)
# and which volumes outlive the instance.

aws ec2 describe-instances —-instance-ids "$ID" —--region "$REGION" --query
'Reservations[@].Instances[@]' > "$ID-instance.json"

aws ec2 describe-volumes --region "$REGION" ——filters '"Name=attachment.instance-id,Values=$ID"
\

——query 'Volumes[].[VolumeId,Attachments[@].DeleteOnTermination]' —-output text > "$ID-
volumes.txt"

# 3. Snapshot every attached volume together, with tags that say why. Stop if no snapshot ID
comes back.
SNAPS=$(aws ec2 create-snapshots \

——instance-specification "InstanceId=$ID,ExcludeBootVolume=false" \

——description "sf-cost-removal $REG" \

——tag-specifications "ResourceType=snapshot,Tags=[{Key=sf:register-id,Value=$REG},
{Key=sf:delete-after,Value=$DELETE_AFTER}]" \

——region "$REGION" --query 'Snapshots[].SnapshotId' --output text)
case "$SNAPS" in snap—) ;; *) echo "no snapshot was created; the instance stays" >&2; exit
1 ;; esac

# 4. Wait until each snapshot is completed (every 30 seconds, up to 6 hours; an error state
stops the script).
wait_snapshot() {
local i state
for i in $(seq 720); do
state=$(aws ec2 describe-snapshots —--snapshot-ids "$1" —--region "$REGION" -—query
'Snapshots[@].State' ——output text) || return 1
[ "$state" = completed ] && return 0

[ "$state" = error | & return 1
sleep 30
done
return 1
}
for s in $SNAPS; do
wait_snapshot "$s" || { echo "snapshot $s did not complete; the instance stays" >&2; exit
1; }
done

# 5. Move the completed snapshots to the archive tier (the 90-day minimum applies; sf:delete-
after is that date).
for s in $SNAPS; do

aws ec2 modify-snapshot-tier ——snapshot-id "$s" —--storage-tier archive —--region "$REGION"
done

# 6. Turn off termination protection, terminate, and wait for it.

aws ec2 modify-instance-attribute ——instance-id "$ID" --no-disable-api-termination —-region
"$REGION"

aws ec2 terminate-instances ——instance-ids "$ID" --region "$REGION"

aws ec2 wait instance-terminated ——instance-ids "$ID" --region "$REGION"

# 7. Volumes marked DeleteOnTermination=False are now unattached and still billing. Their data
is in the completed
# snapshots from step 4, so delete them now.
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awk '$2 == "False" {print $1}' "$ID-volumes.txt" | while read -r vol; do
aws ec2 delete-volume —-volume-id "$vol" --region "$REGION"
done

Verify with aws ec2 describe-instances —-instance-ids <instance-id> --query
'Reservations[].Instances[].State.Name' (itreturns terminated), then checktheinstance’slinein
the next day’s Cost and Usage Report. An Elastic IP that was attached is now unassociated; the
Elastic IP runbook below handles it. Toroll back, read the settings from <instance-id>-
instance.jsonandrun:

BASH

# 1. Restore every snapshot of the register ID for 7 days, then wait (up to 72 hours) for
temporary-restore—-completed.
aws ec2 restore-snapshot-tier ——snapshot-id <snapshot-id> —-temporary-restore-days 7 —--region
<region>
aws ec2 describe-snapshot-tier-status ——filters Name=snapshot-id,Values=<snapshot-id> —-region
<region> \

——query 'SnapshotTierStatuses[@].Status' ——output text

# 2. Register the root snapshot as an image, with the saved root device name and architecture
# (add —--boot-mode uefi if the saved file shows BootMode uefi).
aws ec2 register—image —-name sf-restore-<register—id> ——architecture <architecture> —
virtualization-type hvm ——ena-support \

——root-device-name <root-device-name> \

——block-device-mappings DeviceName=<root-device—name>, Ebs={SnapshotId=<root-snapshot-
id>,VolumeType=gp3} \

--region <region>

# 3. Launch from the saved settings. Add one more ——block-device-mappings entry for each data
volume.
aws ec2 run-instances —-image-id <new-image-id> —-instance-type <old-instance-type> —-subnet-id
<subnet-id> \

——-security—-group-ids <security—-group-ids> —-iam-instance-profile Arn=<instance-profile-arn>
——key-name <key-name> \

—-private-ip—-address <private-ip-address> \

——block-device-mappings DeviceName=<data-device-name>,Ebs={SnapshotId=<data-snapshot-
id>,VolumeType=gp3} \

—-region <region>

Unattached volumes: archive a snapshot, then delete

Scope: 1,428 volumes ($558,133 a year; each archived snapshot is kept the 90-day minimum,
then deleted). The script below does the whole registerin one pass: it reads the CSV, skips every
row whose owner has not signed off, snapshots, archives, and only then deletes. It makes no
change unless runwith ——apply.

PYTHON

#!/usr/bin/env python3
"""Archive a snapshot of each approved unattached volume, then delete the volume.

usage: remove_volumes.py waste-register.csv accounts.json [—-apply]
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accounts.json maps an account name to {"profile": "<AWS CLI profile>"}. Each profile assumes
the remediation role with

role_arn and source_profile in ~/.aws/config, so boto3 refreshes the credentials before they
expire.

The register needs an "approved" column (yes) added by the owner before a row is touched.
Two passes: snapshot every approved volume, then archive and delete each volume whose snapshot
reads '"completed".

import csv

import datetime

import json

import sys

import time

import boto3

from botocore.exceptions import ClientError

path, accounts_path = sys.argv[1], sys.argv[2]

apply = "——apply" in sys.argv

ARCHIVE_DAYS = 90 # the archive tier's minimum storage duration

WAIT_SECONDS 6 * 3600 # give large snapshots six hours in all

delete_after = (datetime.date.today() + datetime.timedelta(days=ARCHIVE_DAYS)).isoformat()
accounts = json.load(open(accounts_path))

clients = {}

def ec2_for(account, region):
if (account, region) not in clients:
session = boto3.Session(profile_name=accounts[account] ["profile"], region_name=region)
clients[(account, region)] = session.client("ec2")
return clients[(account, region)]

pending = [1 # (ec2, volume ID, snapshot ID, register ID)
for row in csv.DictReader(open(path)):
if row["kind"] != "unattached-volume" or row.get("approved", "").lower() != "yes":
continue
ec2 = ec2_for(row["account"], row["region"])
vol = row["resource"]

try:
state = ec2.describe_volumes(VolumeIds=[voll) ["Volumes"] [@]
if state["State"] != "available":
print(f"skip {vol}: state is {state['State']l}")
continue

print(f"{'SNAPSHOT' if apply else 'would snapshot'} {vol} ({state['Size'l} GiB),
archive it, then delete the volume")
if apply:
snap = ec2.create_snapshot(VolumeId=vol, Description=f"sf-cost-removal
{row['id']}", TagSpecifications=[
{"ResourceType": '"snapshot", "Tags": [{"Key": "sf:register-id", "Value":
row["id"1},
{"Key": "sf:delete-after", "Value":
delete_after}]1}]) ["SnapshotId"]
pending.append((ec2, vol, snap, row["id"]))
except ClientError as err:
print(f"skip {vol}: {err.response['Error']['Code']}") # one bad row never stops the
rest
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deadline = time.time() + WAIT_SECONDS
while pending and time.time() < deadline:
still = []
for ec2, vol, snap, reg in pending:
try:
snap_state = ec2.describe_snapshots(SnapshotIds=[snap]) ["Snapshots"][0] ["State"]
if snap_state == "pending":
still.append((ec2, vol, snap, reg))
elif snap_state == "completed":
ec2.modify_snapshot_tier(SnapshotId=snap, StorageTier="archive")
ec2.delete_volume(VolumeId=vol) # reached only after the snapshot completed
and the archive call succeeded
print(f" {reg}: snapshot {snap} archived; volume {vol} deleted")
else:
print(f" {reg}: snapshot {snap} is {snap_state}; volume {vol} kept")
except ClientError as err:
print(f" {reg}: {err.response['Error']['Code']} on {vol}; volume kept")
pending = still

if pending:
time.sleep(30)
for _, vol, snap, reg in pending:

print(f" {reg}: snapshot {snap} not complete after six hours; volume {vol} kept")

Rollback with restore-snapshot-tier, wait for temporary-restore-completed asintheinstance
rollback, and then create-volume in the original Availability Zone. Avolume is deleted only afterits
snapshotreads completed and the archive call succeeds, so thereis no moment when the data
existsin neither place, and any snapshot that fails or stalls leaves its volume where it is. The script
tags each snapshot sf:delete-after with the date 90 days out; delete it thenwith aws ec2
delete-snapshot; an archived snapshot deleted earlieris still billed for the days it had left.

Orphaned snapshot chains: delete through Recycle Bin

Scope: 1,433 chains ($503,752 a year). The source volume is gone, no AMl uses the snapshot, no
backup policy owns it, and the newest snapshot is more than 90 days old. EBS snapshots are
incremental, so deleting one frees only the blocks no other snapshot needs; deletion order within
achain does not matter. Put a Recycle Binrule in front of the deletion so that a mistake is
recoverable for14 days:
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BASH

# Once per Region. The tag limits the rule to snapshots this work deletes; without it the rule
holds every deleted
# snapshot in the Region (DLM rotations included) for 14 more days at the full snapshot price.
aws rbin create-rule \

——resource-type EBS_SNAPSHOT \

—-resource-tags ResourceTagKey=sf:register-id \

—-retention-period RetentionPeriodValue=14,RetentionPeriodUnit=DAYS \

——description "sf-cost-removal: recover a deleted snapshot within 14 days" \

—--region <region>

aws ec2 describe-snapshots ——owner-ids self —-region <region> \

——filters Name=tag:sf:register-id,Values=<register-id> --query 'Snapshots[].SnapshotId' —-
output text
aws ec2 delete-snapshot —--snapshot-id <snapshot-id> —--region <region>

Torollbackinside the window: aws ec2 restore-snapshot-from-recycle-bin --snapshot-id
<snapshot-id> --region <region>. SnapshotsheldinRecycle Bin are billed at the normal
snapshotrate, so the saving starts when the 14 days end. The register’s per-month figure is the
steady state after that.

Unused AMiIs and their snapshots: deregister, then delete the snapshots

Scope: 2,727 AMIs ($257,790 ayear). Check that nothing launched from the image recently,
deregisterit, and delete the snapshots behind it. -—delete-associated-snapshots deletes the
snapshotstoo, and Recycle Bin keeps animage and its snapshots under separate rules, so the
way back needs one rule of type EC2_IMAGE and one of type EBS_SNAPSHOT, both limited by tag,
each heldfor14 days.
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BASH

# 1. Checks. Any output from the permission queries, or any launch template that names the
image, stops the removal.
aws ec2 describe-image-attribute ——image-id <ami-id> —-attribute lastlLaunchedTime —--region
<region>
aws ec2 describe-image-attribute —--image-id <ami-id> —-attribute launchPermission —--region
<region> \
—-—-query 'LaunchPermissions'
aws ec2 describe-snapshot-attribute --snapshot-id <snapshot-id> ——attribute
createVolumePermission —-region <region> \
——query 'CreateVolumePermissions'
aws ec2 describe-launch-template-versions —-versions '$lLatest,$Default' --region <region> \
——filters Name=image-id,Values=<ami-id> —-—query 'LaunchTemplateVersions[].LaunchTemplateId'

# 2. Once per Region: one rule for the image and one for its snapshots, each limited by tag.
aws rbin create-rule ——resource-type EC2_IMAGE —-resource-tags ResourceTagKey=sf:register—-id \

——retention-period RetentionPeriodValue=14,RetentionPeriodUnit=DAYS \

——description "sf-cost-removal: recover a deregistered AMI" --region <region>
aws rbin create-rule —-resource-type EBS_SNAPSHOT --resource-tags ResourceTagKey=sf:register-id
\

—-retention-period RetentionPeriodValue=14,RetentionPeriodUnit=DAYS \

——description "sf-cost-removal: recover the snapshots of a deregistered AMI" --region
<region>

# 3. Tag the image and each snapshot behind it, then deregister.

aws ec2 create-tags —-resources <ami-id> <snapshot-id> —--tags Key=sf:register—
id,Value=<register-id> —-region <region>

aws ec2 deregister—image —--image-id <ami-id> --delete-associated-snapshots —-region <region>

Rollbackinside the 14 days by restoring the snapshots first and theimage second: aws ec2
restore-snapshot-from-recycle-bin —--snapshot-id <snapshot-id> —-region <region>foreach
snapshot,thenaws ec2 restore-image-from-recycle-bin —-image-id <ami-id> —-region
<region>. The launch-permission and volume-permission queries show whether the image orits
snapshots are shared with another account, and lastLaunchedTime shows when the image last
started aninstance. It does not show alaunch template or an Auto Scaling group that names the
image, whichis what the launch-template query is for. Instances that launched from the image do
not depend onit once they are running.

Unassociated Elastic IPs: release

Scope: 166 addresses ($6,762 ayear at $0.005 an hour each, used or not). Check the list against
the addresses your customers have allow-listed before releasing any of them; those stay.

BASH

aws ec2 describe-addresses —-region <region> \
——query 'Addresses[?AssociationId=="null"].[AllocationId,PublicIp,Tags]' ——output table
aws ec2 release—-address ——allocation-id <eipalloc-id> —--region <region>
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If yourelease anaddressinerror,aws ec2 allocate-address ——address <ip-address> —-region
<region>recoversit aslongasnobody else has been allocateditin the meantime.

The p5 capacity reservation: shrink it, and burst with Capacity Blocks

Scope: one On-Demand Capacity Reservationin crucible-training-prod ($448,400 ayear). It
reserves 5p5.48xlarge instances and averages 2.9 inuse over 30 days. We recommend 4, and
Capacity Blocks for ML for the peaks. This reservation is rated Medium risk (so are the long-
stoppedinstancesinsf-forensics, which may be held as evidence), and the reasonis honest:
capacity you release may not be available whenyou ask forit back. Do not shrink it during a
training run the team cannotinterrupt. The changeis a pullrequestincrucible-infra:

TYPESCRIPT
import *x as ec2 from "aws-cdk-lib/aws-ec2";

new ec2.CfnCapacityReservation(this, "TrainingP5Reservation", {
instanceType: "p5.48xlarge",
instancePlatform: "Linux/UNIX",
availabilityZone: '"<availability-zone>",
instanceCount: 4, // was 5; average use is 2.9
instanceMatchCriteria: "targeted",

endDateType: "unlimited",

1)

Or, forareservationnotin code, directly:

BASH

aws ec2 describe-capacity-reservations ——capacity-reservation-ids <cr-id> —-region us-east-1
aws ec2 modify-capacity-reservation ——capacity-reservation-id <cr-id> --instance-count 4 —
region us-east-1

Forapeak, buy ablock forthe days youneedit:

BASH

aws ec2 describe-capacity-block-offerings ——-instance-type p5.48xlarge ——instance-count 1 \
——capacity-duration-hours 72 --start-date-range <start> —-end-date-range <end> --region us-—

east-1

aws ec2 purchase—-capacity-block —-capacity-block-offering-id <offering-id> —-instance-platform

Linux/UNIX —--region us-east-1

Toroll back, raise ——instance-count to 5 again. If the capacity is gone, the call fails; that is the risk,
and the reason Hiro Tanaka confirms the training calendar first.
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Idle notebooks and Studio apps: stop them, then make idle shutdown the default

Scope: 49 notebooks and Studio apps ($494,839 ayear), most of them large GPU types with no
kernel activity forweeks. Stop what is running, then turn on idle shutdown for every Studio domain
so that the habit stops costing money. The files stay in the user’'s home directory when an app
stops.

BASH

# JupyterLab apps live in spaces, so find the space name first.
aws sagemaker list-apps —-—-domain-id-equals <domain-id> —--region us-east-1 \
——query "Apps[?Status=="'InService' && AppType=='JupyterLab']. [SpaceName,AppNamel" —-output
text
aws sagemaker delete—app ——domain-id <domain-id> —--space—-name <space—-name> \
——app-type JupyterLab —--app-name <app—-name> ——region us-east-1

# Idle shutdown for new JupyterLab apps, in the domain's user and space defaults.
aws sagemaker update-domain —-—domain-id <domain-id> —--region us-east-1 \
——default-user-settings '{"JupyterLabAppSettings": {"AppLifecycleManagement":
{"IdleSettings": {
"LifecycleManagement': "ENABLED", "IdleTimeoutInMinutes": 60,
"MinIdleTimeoutInMinutes": 60, "MaxIdleTimeoutInMinutes": 240}}}}' \
——default-space-settings '{"JupyterLabAppSettings": {"AppLifecycleManagement":
{"IdleSettings": {
"LifecycleManagement': "ENABLED", "IdleTimeoutInMinutes": 60,
"MinIdleTimeoutInMinutes": 60, "MaxIdleTimeoutInMinutes": 240}}}}!

Notebookinstances have no such setting; they take a lifecycle configuration whose on-start
scriptinstalls an auto-stop check. Thisis the condensed form of AWS’s published auto-stop
sample:

BASH

cat > on-start.sh <<'SCRIPT'

#!/bin/bash

set —e

IDLE_SECONDS=3600

cat > /home/ec2-user/autostop.py <<'PY'
import json, ssl, sys, time, urllib.request
import boto3

idle_limit = int(sys.argv[1])
ctx = ssl._create_unverified_context() # the notebook server's local certificate is self-
signed
sessions = json.load(urllib.request.urlopen("https://localhost:8443/api/sessions",
context=ctx))
now = time.time()
idle = True
if not sessions:

# No kernel has run yet, so count idle time from when the instance last started (AWS's own
sample does the same).

name = json.load(open("/opt/ml/metadata/resource-metadata.json")) ["ResourceName" ]

started = boto3.client("sagemaker").describe_notebook_instance(NotebookInstanceName=name)
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["LastModifiedTime"].timestamp()

idle = now - started >= idle_limit
for s in sessions:

kernel = s["kernel"]

if kernel["execution_state"] !'= "idle":
idle = False
break

last = time.mktime(time.strptime(kernel["last_activity"]1[:19], "%Y-%m-%dT%H:%M:%S")) -
time.timezone
if now - last < idle_limit:
idle = False
break
if idle:
name = json.load(open("/opt/ml/metadata/resource-metadata.json")) ["ResourceName" ]
boto3.client("sagemaker").stop_notebook_instance(NotebookInstanceName=name)
PY
# The system Python has no boto3; the notebook server's own environment does. Append to the
crontab without replacing it.
PYTHON=/home/ec2-user/anaconda3/envs/JupyterSystemEnv/bin/python
CRON=$ (mktemp)
crontab -1 > "$CRON" 2>/dev/null || true
grep —-q autostop.py "$CRON" || echo "x/5 * * * * $PYTHON /home/ec2-user/autostop.py
$IDLE_SECONDS" >> "$CRON"
crontab "$CRON"
SCRIPT

aws sagemaker create-notebook-instance-lifecycle-config \
——notebook-instance-lifecycle-config-name sf-idle-shutdown-60 \
——on-start Content="$(base64 < on-start.sh)" --region us-—east-1

aws sagemaker stop-notebook-instance --notebook-instance—-name <name> —--region us-east-1

aws sagemaker wait notebook-instance-stopped ——notebook-instance—-name <name> —-region us—-east-1

aws sagemaker update-notebook-instance ——notebook-instance—name <name> \
——1lifecycle-config—-name sf-idle-shutdown-60 —-region us-east-1

aws sagemaker wait notebook-instance-stopped —--notebook-instance-name <name> --region us—-east-1

aws sagemaker start-notebook-instance --notebook-instance-name <name> --region us-east-1

The notebookinstance’s role needs sagemaker: StopNotebookInstance and
sagemaker:DescribeNotebookInstance onitself. Anew notebookinstance gets a fullidle limit
beforeits first stop, because the script counts from the last start when no kernel has run. Roll back
by stopping the instance, removing the lifecycle configuration (aws sagemaker update-notebook-
instance --notebook-instance-name <name> --disassociate-lifecycle-config), and startingit
again.

The unused Redshift cluster: final snapshot, then delete

Scope: one cluster of 4xdc2.8xlarge, bi-legacy, in corp-data-warehouse ($156,419 ayear; no
queries since March 2025). Take the snapshot first, keep it for ayear, then delete.

BASH

aws redshift delete-cluster ——cluster-identifier bi-legacy \
——final-cluster-snapshot-identifier bi-legacy-final-<yyyymmdd> \
——final-cluster-snapshot-retention-period 365 —--region us-east-1
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Torollback: aws redshift restore-from-cluster-snapshot —--cluster-identifier bi-legacy —-
snapshot-identifier bi-legacy-final-<yyyymmdd> --node-type ra3.xlplus ——number-of-nodes
2.Thedc2 node typeis an older generation; if the clusteris ever needed again it should come back
onRA3.

Idle non-production databases, dead streams, and idle load balancers

Three smallkinds share one pattern: confirmidleness, save the configuration, delete with a final
copy.

« Idle non-production databases (14, $74,307 a year): the final snapshotis kept 90 days, then
deleted, and the one-time cost in the registeris that storage. Turn deletion protection off first
(aws rds modify-db-instance --db-instance-identifier <id> --no-deletion-protection
——apply—-immediately, Oraws rds modify-db-cluster —--db-cluster-identifier <id> —--no-
deletion-protection ——apply-immediately for Aurora), because a protected database
refuses the delete. Thenaws rds delete-db-instance —--db-instance-identifier <id> —-
final-db-snapshot-identifier <id>-final --delete-automated-backupsforanRDSinstance,
Oraws rds delete-db-cluster ——db-cluster-identifier <id> —--final-db-snapshot-
identifier <id>-finalafterdeletingitsinstances forAurora. Thentag the final snapshot (aws
rds add-tags-to-resource —-resource—-name <snapshot-arn> —-tags Key=sf:delete-
after,Value=<yyyy-mm-dd>) with the date 90 days out, and delete it then. Roll backinside the
window with aws rds restore-db-instance-from—-db-snapshot or restore-db—cluster—from-

snapshot.

« Kinesis streams with no traffic (3, $18,330 a year): confirm IncomingRecords was zero for 30
days, check thereisno consumer, thenaws kinesis delete-stream —--stream—name <name> ——
region <region>.A stream with no traffic holds nothing worth restoring; roll back by
recreating it from fleet-infra.

« Idle load balancers (44, $8,273 ayear): save the whole configuration first, then delete. A
recreated |load balancer gets anew DNS name, solook for the old one in Route 53 before you
delete. Deleting aload balancerleavesits target groups behind, so the saved files carry them
and you decide separately whether to delete them.
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BASH

# Save the load balancer, its attributes and tags, every listener and its rules, and its target
groups with their attributes and targets.

aws elbv2 describe-load-balancers —-load-balancer-arns <lb-arn> —-region <region> > <lb—name>-
lb.json

aws elbv2 describe-load-balancer-attributes --load-balancer-arn <lb-arn> --region <region> >
<lb-name>-attributes.json

aws elbv2 describe-tags —--resource-arns <lb-arn> --region <region> > <lb-name>-tags.json

aws elbv2 describe-listeners —-load-balancer-arn <lb-arn> —-region <region> > <lb-name>-
listeners.json

for 1 in $(aws elbv2 describe-listeners --load-balancer-arn <lb-arn> --region <region> -—query

'Listeners[].ListenerArn' —-output text); do

aws elbv2 describe-rules —-listener-arn "$1" --region <region> > "<lb-name>-rules-$(basename
"$1").json"
done

aws elbv2 describe-target—-groups ——load-balancer-arn <lb—-arn> —-region <region> > <lb-name>-
target—groups.json

for tg in $(aws elbv2 describe-target-groups —-load-balancer-arn <lb-arn> —-region <region> ——
query 'TargetGroups[].TargetGroupArn' ——output text); do

aws elbv2 describe-target—-group—-attributes —--target-group-arn "$tg" --region <region> > "<lb-
name>-tg-attributes-$(basename "$tg").json"

aws elbv2 describe-target-health —-target-group-arn "$tg" —--region <region> > '<lb-name>-tg-
health-$(basename "$tg").json"
done

# Confirm the files are not empty, turn off deletion protection if it is on, then delete.
test -s <lb-name>-1b.json && test —s <lb-name>-listeners.json

aws elbv2 modify-load-balancer-attributes --load-balancer-arn <lb-arn> —-attributes
Key=deletion_protection.enabled,Value=false ——region <region>

aws elbv2 delete-load-balancer —--load-balancer-arn <lb-arn> —-region <region>

Torollback, recreate the load balancerwith aws elbv2 create-load-balancerfrom <lb-name>-
1b. json, thenthelisteners and theirrules from the saved files, pointing them at the target groups
that remain (recreate any you deleted from <lb-name>-target—groups. json).

Fora Classic Load Balanceruse aws elb describe-load-balancersandaws elb delete-load-
balancer --load-balancer-name <name>;the Classic typeisalso one to migrate off, whichisa
separate change.

Deliverable 3: the rightsizing plan

Compute, databases, caches, search, and brokers sized to what they use are worth $4.4 milliona
year (2,205 changes on 2,205 resources). Of that, $3.5 million comes from moving to AWS

Graviton, which prices each vCPU lower than the equivalent x86 instance and is the better default
formost of what StrataForge runs. The rest comes from sizes that fit. The full planis docs/samples/

strataforge/data/cost/rightsizing-plan.csv.
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The rules

We measured the 95th percentile of CPU, memory, network, and connections over 14 days. We
size to the 95th percentile, not the average, and we leave production more headroom than non-
production.

The thresholds behind every rightsizing recommendation.

Environment One size down Two sizes down
Production p95 CPU at orunder 30% and p95 memoryat Never
orunder 45%
Non-production P95 CPU at orunder40% and p95 memoryat p95 CPU at orunder20% and
orunder50% P95 memory at orunder 35%
No memory data (agent one step only whenp95 CPUis at orunder Never
missing) 15% (production) or 25% (non-production)

Aninstance below large, a GPU host, an SAP HANA host, a Spotinstance, and aninstanceina
capacity reservation are neverresized by these rules. Aninstance with both CPU and memory
measured is marked "high confidence.” One with CPU only is marked "medium," and we resize it
no more than one step.

Databases follow stricter rules thaninstances. A database is resized only when both CPU and
memory have headroom on the smaller class. Memory is judged by the working set, not by free
memory, because a database fillsits buffer pool on purpose and free memory says little about
what a smaller class would need. So each database row’s evidence names its 95th-percentile
CPU, the working set as a share of memory, and the buffer cache hitratio, not CPU alone. A
database changes by cluster, never by single instance: the readers move first, the writer follows
through a planned failover, and nothing changes in a cluster whose smaller class would leave a
reader without headroom.

What is in the plan

Therightsizing plan by kind of change.

Kind of change Changes Resources Per month Peryear
Rightsize and move to Graviton 579 579 $183,124 $2,197,489
Move to Graviton, same size 867 867 $74,874 $898,490
Rightsize (same family) 340 340 $58,384 $700,605
ElastiCache: Valkey on Graviton 22 22 $17,828 $213,937
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Kind of change Changes Resources Per month Peryear
Lambda on Arm 272 272 $10,562 $126,742
Kinesis shards sized to peak 32 32 $8,821 $105,858
Databases: rightsize and Graviton 74 74 $7,391 $88,686
OpenSearch: Graviton and gp3 4 4 $3,517 $42,204
MSK brokers on Graviton 6 6 $1,754 $21,043
Move to the current generation 9 9 $252 $3,027
Total 2,205 2,205 $366,507 $4,398,082
Graviton targets

1,446 instances move to Graviton: 533 to c7g, 695 tom7g, 208 tor7g,and 10 to t4g. Them7g and
c7g targets are for general-purpose and compute-heavy hosts, r7g formemory-heavy ones such
as the EMR fleet, and t4g for the small burstable hosts. We chose generation 7 becauseitis also

the oldest generation the Database Savings Plan covers.
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The 25 largest compute changes

The 25 compute changes with the largest annual savings.

ID Account Resource Change Evidence Owner and Wave Risk Per Per
repository month year
R-1718  mfg-mes-prod i-0f267afe® r5.4xlarge p95 CPU17%, p95 memory 44%  Mei Chen, Week 4 Medium $2,699 $32,392
c90c5d4f (Windows+SQLENt) to over 14 days; high confidence enterprise-infra
r5.2xlarge
R-0333 fleet-ingest-prod i-08782f899 c5.9xlarge (Linux)to P95 CPU 29%, p95 memory 36%  Sam Okafor, Week 4 Medium $814  $9,762
c09c727c c7g.4xlarge over 14 days; high confidence fleet-infra
R-0011 sf-cicd i-08997ed81 c¢5.9xlarge (Linux)to p95 CPU20%, p95 memory 24% ElenaVasquez, Week 4 Low $808  $9,695
347972dd cb.2xlarge over 14 days; high confidence platform—
landing-zone
R-0679 fleet-data-prod i-@fdclobcc r5.8xlarge (Linux)to p95 CPU 29%, p95 memory 33% Lucas Ferreira, Backlog (from Medium $787 $9,444
96385d5e r7g.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
R-0694 fleet-data-prod  i-097c¢99673 r5.8xlarge (Linux)to P95 CPU 24%, p95 memory 39% Lucas Ferreira, Backlog (from Medium $787  $9,444
@aclaf29 r7g.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
R-0705 fleet-data-prod  i-069ef295d r5.8xlarge (Linux)to P95 CPU20%, p95 memory 36% Lucas Ferreira, Backlog (from Medium $787  $9,444
5caf7fa2 r7g.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
R-0712 fleet-data-prod i-042e01aa3 r5.8xlarge (Linux) to p95 CPU14%, p95 memory 41%  Lucas Ferreira, Backlog (from Medium $787 $9,444
lafa729d r’g.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
R-0722 fleet-data-prod  i-039645f8e r5.8xlarge (Linux)to P95 CPU 23%, p95 memory 43% Lucas Ferreira, Backlog (from Medium $787 $9,444
d90d8360 r79.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
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ID Account Resource Change Evidence Owner and Wave Risk Per Per
repository month year
R-0753 fleet-data-prod  i-@b5ad4d46 r5.8xlarge (Linux)to P95 CPU 28%, p95 memory 31%  Lucas Ferreira, Backlog (from Medium $787  $9,444
12ccle2c r79.4xlarge over 14 days; high confidence fleet-infra Decemberl,
2026)
R-0301 fleet-ingest-prod i-009a361b9 c5.9xlarge (Linux)to p95 CPU23%, p95 memory 44% Sam Okafor, Week 4 Medium $738  $8,851
c06658b8 c/7g.4xlarge over 14 days; high confidence fleet-infra
R-0316 fleet-ingest-prod i-090bleedf c5.9xlarge (Linux)to P95 CPU 25%, p95 memory 43% Sam Okafor, Week 4 Medium $738  $8,851
bdb14al7 c/7g.4xlarge over 14 days; high confidence fleet-infra
R-0201 fleet-ingest-prod i-0836dfc39 c5.9xlarge (Linux)to P95 CPU 25%, p95 memory 44% Sam Okafor, Week 4 Medium $645  $7,739
a7030dcd c/7g.4xlarge over 14 days; high confidence fleet-infra
R-0219 fleet-ingest-prod i-00625e98b c5.9xlarge (Linux)to p95 CPU16%, p95 memory 43%  Sam Okafor, Week 4 Medium $645  $7,739
b75fff43 c79g.4xlarge over 14 days; high confidence fleet-infra
R-0227 fleet-ingest-prod i-0b5d81c67 c5.9xlarge (Linux)to P95 CPU26%, p95 memory 44% Sam Okafor, Week 4 Medium $645  $7,739
b91d3ffa c7g.4xlarge over 14 days; high confidence fleet-infra
R-0233 fleet-ingest-prod i-034346c3a c5.9xlarge (Linux)to P95 CPU 21%, p95 memory 45%  Sam Okafor, Week 4 Medium $645  $7,739
b3fc685¢ c7g.4xlarge over 14 days; high confidence fleet-infra
R-0013 sf-cicd i-@bc70eble c5.9xlarge (Linux)to p95 CPU 23%, p95 memory 30% ElenaVasquez, Week 4 Low $577  $6,925
8dfc9a00 cb.4xlarge over 14 days; high confidence platform—
landing-zone
R-0019 sf-cicd i-0e9b3d909 c5.9xlarge (Linux)to P95 CPU23%, p95memory 47%  ElenaVasquez, Week 4 Low $577  $6,925
3da769a3 c5.4xlarge over 14 days; high confidence platform—
landing-zone
R-0021 sf-cicd i-09a8ee807 c5.9xlarge (Linux)to P95 CPU18% (no memory ElenaVasquez, Week 4 Low $577  $6,925
22bb3cbe cb.4xlarge metrics: CloudWatch agent platform—
missing) over 14 days; medium landing-zone
confidence
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ID Account Resource Change Evidence Owner and Wave Risk Per Per
repository month year
R-0024 sf-cicd i-090b5d434 c¢5.9xlarge (Linux) to P95 CPU 24%, p95 memory 48% ElenaVasquez, Week 4 Low $577  $6,925
0b3513d8 cb.4xlarge over 14 days; high confidence platform—
landing-zone
R-0027 sf-cicd i-0c2666506 c5.9xlarge (Linux)to p95 CPU16%, p95 memory 45%  ElenaVasquez, Week 4 Low $577  $6,925
fal6933c cb.4xlarge over 14 days; high confidence platform—
landing-zone
R-0030 sf-cicd i-06b877796 c5.9xlarge (Linux)to P95 CPU 34%, p95 memory 38% ElenaVasquez, Week 4 Low $577  $6,925
b07fcbf8 cb.4xlarge over 14 days; high confidence platform-
landing-zone
R-1706 plm-prod i-09ffafd85 mb5.4xlarge (Windows)to p95CPU21%,p95memory27%  MeiChen, Week 4 Medium $51 $6,126
0f4c7cb7 mb5.2xlarge over 14 days; high confidence enterprise-infra
R-1707 plm-prod i-0965f41al mb.4xlarge (Windows)to p95 CPU16%, p95 memory 39%  Mei Chen, Week 4 Medium $511 $6,126
8627ecof mb5.2xlarge over 14 days; high confidence enterprise-infra
R-1708 plm-prod i-05584531b mb5.4xlarge (Windows)to p95 CPU15%, p95 memory 37%  Mei Chen, Week 4 Medium $511 $6,126
5cca49c4 mb5.2xlarge over 14 days; high confidence enterprise-infra
R-1709 plm-prod i-0f6764aa4 mb.4xlarge (Windows)to p95CPU27%,p95memory 33% MeiChen, Week 4 Medium $5M $6,126
52226024 m5.2xlarge over 14 days; high confidence enterprise-infra
Databases

74 database instances are larger than theirload ($88,686 a year), and 22 ElastiCache clusters, 4 OpenSearch domains, and 6 MSK clusters move to
Graviton. Databases are sized to CPU and memory headroom together, with connections as a check: a database with a handful of connections,
single-digit CPU, and a working set that fits in a smaller class with the buffer cache hit ratio stillnear 100% does not need the larger class, and one
withlow CPU but a working set too large for the smaller class stays whereiitis.
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The 12 largest database rightsizing changes.

ID Account Database Change Evidence Owner Wave Per Per
month year
R-1866 kestrel-prod db- mysqgldb.r5.4xlarge p95 CPU 21%; working set 24% of memory with the buffer Jonah Week $1,308 $15,699
perception- Multi-AZ to cache hitratio above 99.9% (Performance Insights and Reyes 4
api-636ad2 db.r7g.2xlarge Enhanced Monitoring); 131 connections on average over 14 days
R-1806 fleet-api-prod db-fleet- aurora-postgresq| p95 CPU 4%; working set 35% of memory with the buffer Sam Week $659 $7,902
api-8ebcdb db.rég.4xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.2xlarge Enhanced Monitoring); 117 connections on average over 14 days
R-1807 fleet-api-prod db-fleet- aurora-postgresq| P95 CPU 5%; working set 35% of memory with the buffer Sam Week $659  $7,902
api-876197 db.rég.4xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.2xlarge Enhanced Monitoring); 117 connections on average over 14 days
R-1863 corp-apps db- postgresdb.m5.2xlarge  p95 CPU 22%; working set 37% of memory with the buffer Mei Week $509  $6,110
atlassian-7ac Multi-AZtodb.m7g.xlarge cache hitratio above 99.9% (Performance Insights and Chen 4
263 Enhanced Monitoring); 270 connections on average over 14
days
R-1796 fleet-api-prod db-fleet- aurora-postgresq| p95 CPU 27%; working set 66% of memory with the buffer Sam Week $148 $1,776
api-2fob8s db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 341 connections on average over 14
days
R-1797 fleet-api-prod db-fleet- aurora-postgresq| p95 CPU 39%; working set 32% of memory with the buffer Sam Week $148  $1,776
api-469e4d db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 341 connections on average over 14
days
R-1798 fleet-api-prod db-fleet- aurora-postgresq| p95 CPU 34%; working set 57% of memory with the buffer Sam Week $148  $1,776
api-6fac55 db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 296 connections on average over 14
days
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ID Account Database Change Evidence Owner Wave Per Per
month year
R-1799 fleet-api-prod db-fleet- aurora-postgresq| P95 CPU 34%; working set 58% of memory with the buffer Sam Week $148  $1,776
api-083a8f db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 296 connections on average over 14
days
R-1800 fleet-api-prod db-fleet- aurora-postgresql p95 CPU 49%; working set 29% of memory with the buffer Sam Week $148  $1,776
api-3e018a db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 296 connections on average over 14
days
R-1801 fleet-api-prod db-fleet- aurora-postgresq| P95 CPU11%; working set 73% of memory with the buffer Sam Week $148  $1,776
api-29521e db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 142 connections on average over 14
days
R-1802 fleet-api-prod db-fleet— aurora-postgresq| P95 CPU 11%; working set 68% of memory with the buffer Sam Week $148  $1,776
api-8d661le db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 142 connections on average over 14
days
R-1803 fleet-api-prod db-fleet-api- aurora-postgresql P95 CPU16%; working set 50% of memory with the buffer Sam Week $148  $1,776
df4f38 db.réi.8xlarge to cache hitratio above 99.9% (Performance Insights and Okafor 4
db.r7g.8xlarge Enhanced Monitoring); 142 connections on average over 14
days
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Incode, adatabase changeis onelineinthe CDK construct. Thisis the shapein fleet-infra; the
writer and areader both move to Graviton (db. r6i.8xlarge to db. r7g.8xlarge, the size the
register’s evidence supports), eachinits own change set, and the old class stays one commit
away:

TYPESCRIPT

import * as ec2 from "aws-cdk-lib/aws-ec2";
import * as rds from "aws-cdk-lib/aws-rds";

const cluster = new rds.DatabaseCluster(this, "PerfDb", {
engine: rds.DatabaseClusterEngine.auroraPostgres({ version:
rds.AuroraPostgresEngineVersion.VER_16_4 }),
vpc,
writer: rds.ClusterInstance.provisioned("writer", {
instanceType: ec2.InstanceType.of(ec2.InstanceClass.R7G, ec2.InstanceSize.XLARGE8), //
change set 3; was r6i.8xlarge
1),
readers: [
rds.ClusterInstance.provisioned("readerl", {
instanceType: ec2.InstanceType.of(ec2.InstanceClass.R7G, ec2.InstanceSize.XLARGE8), //
change set 1; was r6i.8xlarge
promotionTier: 1,
P
]l
storageEncrypted: true,
) 3

Changing the instance class of an Aurora writerinterrupts it for about a minute, so the orderis
fixed. Resize one instance perchange set: (1) deploy the reader change and let it soak; (2) fail the
writer over to that reader, whichis already the new class, withaws rds failover-db-cluster —-db-
cluster-identifier <cluster> —-target-db-instance-identifier <readerl>;(3)deploythe
writer change, which now resizes areader. A database that is resized by cluster stillhas one owner,
one window, and onerollback, and each step can be undone by reverting its own commit. Fora
Multi-AZ RDS instance, the standby is changed first and the instance fails over once. Aftereach
step, check the buffer cache hitratio against the evidence column (BufferCacheHitRatio on
Aurora, the Performance Insights cache counters on RDS). It should stay near the figure in the
register over the next 14 days, and arise in ReadI0OPS or any SwapUsage is the signal to go back a size.
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Graviton readiness

Gravitoninstances are Arm (arm64), so every image, AMI, and binary must existin an armé4 build.
Readinessis aninventory question beforeitis a performance one, and answering it takes three
checks perworkload.

1. Compute Optimizer’s migration effort. For eachinstance, Compute Optimizerreports an
Arm optionwithamigrationEffort andthe platformDifferences it found. By defaultit
recommends only the current CPU vendor and architecture, so the call asks for Arm options
with cpuVendorArchitectures=AWS_ARM64; the filter keeps every option that carries a migration
effort, whatever the Graviton family:

BASH

aws compute-optimizer get-ec2-instance-recommendations —--region us-east-1 \
——recommendation-preferences cpuVendorArchitectures=AWS_ARM64 \
——query 'instanceRecommendations[].
{id:instanceArn,current:currentInstanceType,options: recommendationOptions[?migrationEffort].
{type:instanceType,effort:migrationEffort,diff:platformDifferences}}'

2. Containerimages. Animage is Graviton-ready if its manifest list includes armé64. This lists the
platforms of everyimage in arepository:

BASH

for tag in $(aws ecr list-images —-repository-name <repository> --query 'imageIds[].imageTag'
——output text); do

platforms=$(aws ecr batch-get-image —-repository-name <repository> --image-ids
imageTag="$tag" \

——query 'images[@].imageManifest' ——output text | python3 -c "import json,sys;
m=json.load(sys.stdin); print(','.join(sorted({p['platform']['architecture'] for p in
m.get('manifests', [1)})) or 'single-arch')")

echo "$tag $platforms"
done

3. AMlIs and native dependencies. aws ec2 describe-images —-image-ids <ami-id> --query
'Images[].Architecture’ returns x86_64 foranimage that needs rebuilding. Packages with
compiled extensions (some Python wheels, Node native modules, JNI libraries) need armé4
builds; the build log of a trialimage showsiit.

Theresultis ashort list perrepository of what blocks the move. Aninstance where one of these
checks turns up ablocker stays onx86, and its saving drops out of the Graviton total before the
changeis scheduled.
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Build every image for both architectures

Build natively on each architecture and publish one manifest list, so a node of either kind pulls the
rightimage. This GitHub Actions workflow builds on an x86 and an Arm runner and merges the
results; the Armrunner canbe a Gravitoninstance on the Cl fleet:

YAML

on:

jobs:

Vantalect

push:
branches: [main]
permissions:
id-token:
contents:

build:
strategy:

name: build-image

write # lets the job exchange its GitHub token for the AWS role

read

matrix:

#

incl

ude:

arch: amd64

runner: [self-hosted, linux, x64]
arch: armé64

runner: [self-hosted, linux, arm64]

runs-on: ${{ matrix.runner }}
steps:

uses:
uses:
uses:

actions/checkout@v4
docker/setup-buildx-action@v3
aws—actions/configure—-aws—-credentials@v4

with:

ro
aw
uses
uses
with
co
pl
pu

le-to—assume: arn:aws:iam::<account-id>:role/<ecr—push-role>
s—region: us—east-1

: aws—actions/amazon-ecr-login@v2

: docker/build-push-action@v6

ntext:

atforms: linux/${{ matrix.arch }}

sh: true

tags: <account-id>.dkr.ecr.us-east-1.amazonaws.com/<repository>:${{ github.sha }}-$

uses

A login does not carry over from the build job, so the manifest job signs in again.

uses
with
ro
aw
uses
run:
do

{{ matrix.arch }}
manifest:

needs: b

runs—on:
steps:

uild
[self-hosted, linux, x641]

: docker/setup-buildx—action@v3

: aws—actions/configure—-aws—credentials@v4
le-to-assume: arn:aws:iam::<account-id>:role/<ecr-push-role>
s—region: us—-east-1
: aws—actions/amazon-ecr—login@v2
I

cker buildx imagetools create \

—-tag <account-id>.dkr.ecr.us—east-1.amazonaws.com/<repository>:${{ github.sha }} \
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<account-id>.dkr.ecr.us-east-1.amazonaws.com/<repository>:${{ github.sha }}-amd64 \
<account-id>.dkr.ecr.us-east-1.amazonaws.com/<repository>:${{ github.sha }}-arm64

Pin each action to the commit SHA your supply-chain policy requires. The <ecr-push-role>is the
OIDCrole your pipelines already assume to pushimages, and it needs ecr:GetAuthorizationToken
plus the layer and image push actions on the repository. Emulating Arm on an x86 runner with
QEMU also works for smallimages, and itis several times slower for large ones.

Examples: where the change goes

EKS nodes: change the NodePool, not the node

Nodesin an EKS cluster are cattle. The note on those rows reads "change the Karpenter NodePool
ornode group, not the node," because anode youresize by hand returns toits old size at the next
replacement. In fleet-infra, a Graviton NodePool andits node class look like this (the Karpenter
v1API):

YAML

apiVersion: karpenter.sh/vl
kind: NodePool
metadata:
name: general-arm64
spec:
template:
spec:
nodeClassRef:
group: karpenter.k8s.aws
kind: EC2NodeClass
name: default
requirements:
— key: kubernetes.io/arch
operator: In
values: ["arm64"]
- key: karpenter.k8s.aws/instance-family
operator: In
values: ["m7¢", "c7¢", "r7g"]
— key: karpenter.k8s.aws/instance-size
operator: In
values: ["xlarge", "2xlarge", "4xlarge"]
— key: karpenter.sh/capacity-type
operator: In
values: ["on-demand"]
taints:
- key: arch
value: arm64
effect: NoSchedule
expireAfter: 720h
disruption:
consolidationPolicy: WhenEmptyOrUnderutilized
consolidateAfter: 5m
limits:
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cpu: '"2000"
apiVersion: karpenter.k8s.aws/vl
kind: EC2NodeClass
metadata:
name: default
spec:
role: <karpenter-node-role—-name>
amiSelectorTerms:
— alias: al2023@latest
subnetSelectorTerms:
- tags:
karpenter.sh/discovery: <cluster—name>
securityGroupSelectorTerms:
- tags:
karpenter.sh/discovery: <cluster—name>

Fora cluster that uses managed node groups, the same changeis two lines of CDK:

TYPESCRIPT

import * as ec2 from "aws—-cdk-lib/aws-ec2";
import *x as eks from "aws-cdk-lib/aws-eks";

cluster.addNodegroupCapacity("GeneralArme4", {
instanceTypes: [new ec2.InstanceType("m7g.2xlarge")],
amiType: eks.NodegroupAmiType.AL2023_ARM_64_STANDARD,
taints: [{ key: "arch", value: "arm64", effect: eks.TaintEffect.NO_SCHEDULE }],
minSize: 3,
maxSize: 30,

});

Runthe Arm pool beside the old pool. The arch=arm64:NoSchedule taint on the Arm pool keeps
every workload off it until the workload optsin, because once an Arm pool exists the scheduler,
and Karpenter, which prefers the cheaper Graviton capacity, will otherwise put anamdé4-only
podonanArmnode, where it fails withexec format error. Before anything moves, pineach
workload whose image is not multi-arch to the old pool with nodeSelector: {kubernetes.io/arch:
amd64}. Then give a workload that passed the image check in the previous section a toleration for
the taint (key: arch, operator: Equal, value: arm64, effect: NoSchedule)anda
kubernetes.io/arch: armé64 selector,and moveit. Drain the old pool only when no workload is left
onit.

Valkey in place of Redis OSS

22 ElastiCache clusters move to Valkey on Graviton ($213,937 ayear). Node-based Valkey is 20%
cheaper than Redis OSS (for example, cache. r7g. largeis $0.1752 an hour against $0.219), and the
Redis OSS 5 clusters leave the paid Extended Support premium of 80% (160% in year 3). Existing
Redis OSSreserved nodes apply to Valkey nodes of the same family and Region. The upgradeisin
place, keeps the endpoint, and fails overin 30 to 60 seconds:
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BASH

aws elasticache create-snapshot ——replication—-group-id <replication-group-id> —-snapshot-name

<id>-pre-valkey —-region <region>

aws elasticache modify-replication—-group ——replication—-group—-id <replication—-group—-id> \
——engine valkey —-engine-version 9.0 ——apply-immediately —-region <region>

aws elasticache describe-replication—-groups ——replication—-group—-id <replication—-group-id> \
——query 'ReplicationGroups[0].[Status,Engine,EngineVersion]' --region <region>

If a custom parameter group is attached, add -—cache-parameter—-group-name <valkey-
parameter—-group>with a Valkey group that keeps the same static parameter values. A single-node
cluster (cluster mode disabled) must first be added to areplication group. The AWS CLI must be
v2.18.2 orlater.

Rollback: AWS supports arollback only from Valkey 7.2 to Redis OSS 7.1, so the real rollback is the
snapshot above; aws elasticache create-replication-group —-replication-group-id <new-id>
——snapshot-name <id>-pre-valkey ... restoresthe dataintoaRedis OSS clusterof the old
version, at the cost of anew endpoint. Rehearse it once in non-production.

MSK brokers and OpenSearch to Graviton

BASH

aws kafka update-broker-type —-cluster—-arn <cluster—-arn> ——current-version <current-version> \
——target-instance-type kafka.m7g.xlarge ——region <region>

aws opensearch update-domain-config ——-domain-name <domain> —--region <region> \
——cluster-config InstanceType=r7g.large.search,InstanceCount=<count> \
——ebs—options EBSEnabled=true,VolumeType=gp3,VolumeSize=<gib>

MSKreplaces one broker at a time, with no dataloss. An OpenSearchinstance-type changeis
different:itruns as a blue/green deployment, so AWS briefly stands up a second set of data
nodes beside the first, which needs free IP addresses in the domain’s subnets and shifts shards
across to the new nodes. Do bothin a quiet period, and watch under-replicated partitions (MSK)
and cluster health and the shard relocation count (OpenSearch) until each update finishes.

Kinesis shards: size them to the peak

32 provisioned Kinesis streams carry more shards than their peak needs ($105,858 a year). A shard
accepts IMBor1,000records a second on write and serves 2 MB a second onread, and every
shard bills by the hour whetheritis busy or not. Size a stream to its peak minute, not its average,
plus the headroomits owner chooses for growth:
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BASH

# One-minute data is kept for 15 days, so pull 14 days of it. GetMetricStatistics returns at
most 1,440 points a call;
# GetMetricData returns up to 100,800, which covers 14 days of one-minute points (20,160) in
one call.
aws cloudwatch get-metric-data —--region <region> —--start-time <l4-days—ago> ——end-time <now> \

—-metric-data—queries '[

{"Id": "bytes", "MetricStat": {"Metric": {"Namespace": "AWS/Kinesis", "MetricName":

"IncomingBytes",

"Dimensions": [{"Name": "StreamName", "Value": "<stream>"}1]}, "Period": 60, "Stat":
"Sum"}},
{"Id": "records", "MetricStat": {"Metric": {"Namespace": "AWS/Kinesis", "MetricName":
"IncomingRecords",
"Dimensions": [{"Name": "StreamName", "Value": "<stream>"}1}, "Period": 60, "Stat":
"Sum" 1"\

——query 'MetricDataResults[].[Id, max(Values)]' —--output text
# bytes: divide by 60 for bytes a second, then by 1,048,576 for MB a second. records: divide by
60 for records a second.
aws kinesis update-shard-count —--stream-name <stream> —--target-shard-count <shards> \
—--scaling-type UNIFORM_SCALING --region <region>

The targetis the larger of peak MB a second and peak thousands of records a second, rounded
up, plus headroom. Fourteen days of one-minute datais what CloudWatch keeps; to covera
month, repeat the pull two weeks later and keep the larger peak. One call can halve a stream or
double it and no more, so alarge reduction takes several calls, each after the last finishes. Verify
thatwWriteProvisionedThroughputExceeded stays at zero for a week. Roll back by raising the shard
countwith the same call. In fleet-infra set the stream’s shardCount to the same numberin the
same pullrequest, or the next deploy puts the old count back.

Lambdaon Arm

272 functions ($126,742 a year) move to armé4 at 20% lower duration price: $0.0000133334 per
GB-second against $0.0000166667. Only functions with no x86-only native dependency qualify,
and the dependency check s the onein the previous section. Afunction with provisioned
concurrency is priced at the allocationrate for the concurrency it holds, which is a separate per-
GB-secondrate from the duration price above and is billed whether or not the functionis invoked.
Arm lowers that rate too, and the register prices those functions onit, not on the durationrate.

TYPESCRIPT
import *x as lambda from "aws-cdk-1lib/aws-lambda";

new lambda.Function(this, "TelemetryEnrich", {
runtime: lambda.Runtime.PYTHON_3_13,
architecture: lambda.Architecture.ARM_64, // was X86_64
handler: "app.handler",
code: lambda.Code.fromAsset("lambda/telemetry-enrich"),
) 3
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How arightsizing change ships, and how it rolls back

1. Non-production first, then production through your change process, with a 14-day soakiin
between so the same 95th percentile is measured again on the smaller size.

2. One canary, then the rest. Resize orreplace one instance of a group, compare p%95 CPU,
memory, and latency for a day, and continue only if they hold.

3. Every change records the previous type. The register’s current columnis the rollback target.
Foraninstanceresize:aws ec2 stop-instances,aws ec2 modify-instance-attribute ——
instance-id <id> —-instance-type "{\"Value\": \"<previous-type>\"}", aws ec2 start-
instances. Amove between x86 and Arm cannot be donein place, so alaunch template or
node pool carries both versions and the rollback s to the earlier one.

4. Databases and caches are rolled back by the failover and snapshot paths above, and are
changedinamaintenance window.

5. Stop onaregression. If p95 latency or errorrate on the workload moves outside its own
baseline, the change isreverted first and discussed after.

Deliverable 4: the commitment plan

StrataForge holds five commitments today, and the biggest decision in the engagement is what
replaces the ones that end first. We recommend two new one-year plans (the Database planin
two purchases) and a resize of the Compute plans as they renew, $2.4 million a yearin all:

« Aone-yearDatabase Savings Plan (C-0001, $215,890 ayear): $25 an hourin week four, and a
second one-year plan of $81an hour when the Aurora reservations end, $106 an hourinaall. A
Savings Plan cannot be changed onceiitis bought, so the increaseis a second purchase.

« A one-year SageMaker Savings Plan (C-0003, $133,969 a year): $61an hour for the always-
oninference endpoints.

« Resized Compute Savings Plans (C-0002, $2,100,001ayear): two three-year plans, $530 an
hour starting November1,2026 and $210 an hour starting March 1,2027, for $740 an hourin
total, against the $590 an hour StrataForge holds today. The r5 and Aurora reservations are
notrenewed, and the SAP HANA reservations are.

Eachlineis a measured step, not aremainder: the post-roadmap estate is priced withtoday’s
commitments, then with each purchase added in turn, and the difference is that line’s saving (How
the sizes were found). Compared with renewing every existing commitment asitis, the
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recommended set saves $175,000 a month ($2.1million a year) in the steady state after the
roadmap. Vantalect does not purchase commitments. Ravi Menon approves each one and Elena
Vasquez's team buysitin the management account.

What StrataForge holds today

The existing commitments, with their utilization once the roadmap’s week 3 to 5 changes are in place.

Commitment Typeandterm Ends Size Monthly  Utilization at
fee week six

sp-1yr-2025 Compute Savings Plan, October 31, $380 anhour $277,400 100%
one year, No Upfront 2026

ri-r5-8x1 EC2ReservedInstances, November 12xr5.8xlarge $11,125 100%
oneyear, No Upfront 30,2026

ri-aurora RDS Reserved Instances, January14, 6xdb.rb.4xlarge $6,614 100%
one year, No Upfront 2027

sp-3yr-2024  Compute Savings Plan, February 28,  $210anhour $153,300 100%
threeyears,No Upfront 2027

ri-hana EC2ReservedInstances, May31,2027 2x $23,794 100%
three years, Partial u-6tb1.112xlarge
Upfront

The existing plans stay fully used after the roadmap’s changes, so there is no wasted commitment
to unwind. The decisionis about renewal. Today’s Compute Savings Plans total $590 an hour
($380 ending October 31,2026 and $210 ending February 28,2027) and cover 34% of the On-
Demand Linux EC2 pool. The post-roadmap estate wants $740 an hour. Today the two Compute
Savings Plans cover about a third of the on-demand Linux pool, and three-yearrates are deeper
than one-yearrates: the roadmap removes waste, not the always-on floor, so a larger three-year
commitment on a smaller bill covers about 85% of what remains.

How the sizes were found

We simulated the estate hour by hour after the roadmap, with the plans’ ownrules: a Compute
Savings Plan applies first to the eligible usage with the highest discount, an hour’s unused
commitmentislost, and areservation applies before a plan. Each commitment is the size that
minimizes the net monthly bill, searched across sizes, with the other commitments held in place.
The steps are measured one after another onthe same estate, sonolineiswhatis left over:

1. The post-roadmap estate with today’s commitments held as they are is the starting price,
$2,717,960 a month before Support.
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2. Adding the Database Savings Plan gives C-0001.
3. Adding the SageMaker Savings Plan gives C-0003.

4. Resizing the Compute Savings Plans and the reservations as they renew gives C-0002, and
ends at the recommended set’s $2,513,805 a month.

Five decisions fall out:

« Compute Savings Plans, not EC2 Instance Savings Plans. A Compute Savings Plan applies
acrossinstance families, sizes, Regions, operating systems, Fargate, and Lambda, so the
move to Graviton (a different family) does not strand it. EC2 Instance plans are deeper
discounts per family, and they would lock StrataForge into the families the roadmap is moving
it out of.

o Three years, No Upfront, for Compute. On the post-roadmap estate, a three-year plan costs
51.4% of On-Demand on average for the instances it covers, against 74.3% for a one-year
plan. The break-even utilization is the same figure: a three-year plan beats paying On-
Demand if at least 51% of its committed hours are used, and a one-year planif at least 74%
are. The simulation sizes the plan to a floor StrataForge never drops below, so the three-year
plan has wide margin. No Upfront keeps cashin StrataForge’s hands, and the discount for
paying upfrontis small next to the risk of prepaying.

« ADatabase Savings Plan, one year. Database Savings Plans, launched December 2,2025,
are adollars-an-hour commitment for one year with no upfront payment, applied across
engines, instance families, sizes, and Regions. They cover Aurora, RDS, DynamoDB,
ElastiCache (Valkey only), DocumentDB, Neptune, Keyspaces, Timestream (InfluxDB), DMS,
and OpenSearch Service, and only the latest instance generations. Thatis why the roadmap’s
order matters: the planis sized to the generation 7 Graviton databases that exist after week
four, not to the instances running today. Reserved instances and Database Savings Plans
cannot stack on the same usage, so the Aurora reservations that end January 14, 2027 are not
renewed.

» A SageMaker Savings Plan, one year. The real-time inference endpoints run every hour of the
month, so a plan sized to the endpoints that remain after the idle ones are deleted is never left
with anunused hour. Itis bought atits full size, $61an hour, on the first day.

« The pools left out make every plan smaller, not larger. The simulation was sized on Linux EC2,
Aurora, RDS, ElastiCache for Valkey, OpenSearch, and SageMaker endpoints only. Windows,
RHEL, and SUSEEC2, Lambda, and Fargate (Compute Savings Plans) and DynamoDB
(Database Savings Plans) are eligible too and were left out, so the plans can only come out
smaller than the full estate supports, neverlarger. Add those pools at the March 2027 tranche.
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What each plan commits StrataForge to

A Savings Planis a promise to spend a dollaramount an hour forits whole term. The table is the
total, not the hourly rate, because the total is what finance approves.

The total each plan commits StrataForge to, which is the amount finance approves. The second Database
row is the total of both Database plans once the Aurora reservations end (the second planis $81an hour);

itincludes the first row’s commitment.

Plan Term Perhour Total committed
Database Savings Plan, boughtin week four Oneyear $25 $219,000
Both Database Savings Plans together, at fullroadmap size ~ One year $106 $928,560
SageMaker Savings Plan Oneyear $61 $534,360
Compute Savings Plan, starting November1, 2026 Threeyears $530 $13,928,400
Compute Savings Plan, starting March 1, 2027 Three years $210 $5,518,800
Compute Savings Plans together Three years $740 $19,447,200
The recommendation, and its alternatives
Five ways to handle the renewals, priced on the post-roadmap estate at net prices.
Choice Steady-state Compared with the Peryear

monthly bill, before recommendation, per

Support month

Recommended: $106 an hour of $2,513,805
Database, $61of SageMaker, and $740
of Compute Savings Plans
Like for like: renew every commitment $2,688,805 $175,000 $2,100,001
asitis today, and buy the two new
plans
One-year Compute plan of $985 an $2,690,354 $176,549  $2,118,586
hour instead of the three-year plans
Lapse: let every plan end except the $2,910,603 $396,797 $4,761,570
SAP reservations, and buy the two new
plans
Hold: keep today’s commitments and $2,717,960 $204,155 $2,449,861
buy nothing new
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Three readings of this table matter. First, renewing as it is costs more than the recommendation,
because the renewals would be sized for the estate StrataForge has today. Theroadmap’s
commitmentlines ($2.4 million a year) are measured against holding what exists, one step at a
time. Second, letting everything lapse is worse still: without commitments the post-roadmap
estate pays On-Demandrates forusage that never goes away. Third, the one-year Compute plan
is the cautious alternative, and its price is plain. It commits $8.6 million instead of $19.4 million,
and costs $176,549 a month more, because one-year rates are shallower. Avoiding the extra $10.8
million of commitment therefore costs $2.1million ayear.

If usage turns out smaller than the simulation

Athree-yearplanis only wrongif StrataForge uses fewer hours than it committed. Two tests show
how farwrong.

A smaller three-year planis used in full, and costs more each month than the recommended size.

Three-year Compute Per Steady-state  Extracost per month againstthe Utilization
plan sized at hour monthly bill recommended size
80% of the $590 $2,555,061 $41,256 100%

recommended size

90% of the $665 $2,533,323 $19,518 100%
recommended size

The recommended size $740 $2,513,805 100%

The first test is the cost of buying less: sizing the plan at 90% leaves it fully used and costs $19,518
amonth more, whichis the price of insurance against a smaller estate. The secondis a stress test:
if On-Demand Linux hours fall 20% below the roadmap estate, the three-yearplanis used 83.4%
of its hours, still above the 51% at which it beats On-Demand, and the other plans stay at 100%.
Because the March 2027 tranche is bought last and the pools left out canbe added toit, the plan
can be extended later and cannot be shrunk, so we size it to the floorand not to the average.

The Database Savings Planis bought in two plans. Its full-roadmap size is $106 an hour. By week
four only part of the Graviton database work is done, so we recommend buying $25 an hour then,
and a second plan of $81an hour as the 74 database changes and 22 cache moves land and the
Aurorareservations end. A plan cannot be modified afteritis bought, so the second oneisanew
purchase, queued like the first.
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The calendar

The commitment calendar. Eachrow is an action with a date, and an owner is named in the roadmap.

Date What happens Why
September Buy a one-year Database covers the Graviton databases, Valkey caches, and
18,2026 Savings Plan at $25 an hour OpenSearchdomainsin place after week four
September Buy a one-year SageMaker the always-oninference endpoints, which run every hour
18,2026 Savings Plan at $61an hour
October 31, One-year Compute Savings donotrenewitasitis
2026 Plan ($380 an hour) ends
Novemberl, Queuedthree-yearCompute sizedto the post-roadmap floor, net of the 2024 plan
2026 Savings Plan starts at $530 an

hour
November EKS upgrades any extended support for1.31ends; upgrade on your own
26,2026 Kubernetes1.31controlplane schedule before then

still running
November Twelver5.8xlarge the EMR fleet moves to Gravitonin December
30,2026 reservations end
January 14, The Aurorareservations end move those instances to Graviton generation 7, then buy a
2027 second one-year Database Savings Plan of $81an hour (a

plan cannot be changed once bought), for $106 an hourin
all

February28, Three-year Compute Savings replace with athree-yearplanat $210 an hour, queued for
2027 Planfrom 2024 ($210 anhour) March1

ends
May 31,2027 SAPHANA-reservations (2 x renew for three years; the HANA hosts are steady

u-6tb1.112xlarge) end

Two dates are close together and easy to get wrong. The one-year plan ends at the end of
October 31,2026 (UTC), and the first queued plan starts at the beginning of November1,2026
(UTC), so thereis no hour of uncovered usage. In U.S. Central time, that switchisat 7:00 p.m. on

October 31.
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How to queue a purchase

A Savings Plan purchase canbe queued for a future date, and a queued purchase can be deleted
untilit starts. Thatis how we recommend buying: queue it after finance approves, with every
approval onrecord, so thatnobody needs to be at a keyboard at midnight.

BASH

# 1. Find the offering for the type, term, and payment option. Three years is 94608000 seconds.
aws savingsplans describe-savings—plans—-offerings —-region us-east-1 \
——plan-types Compute ——payment-options "No Upfront" --durations 94608000 —-currencies USD \
——query 'searchResults[].
{id:offeringId, type:planType,term:durationSeconds, payment:paymentOption}"'

# 2. Queue the purchase for the start of November 1, UTC, in the management account.
aws savingsplans create-savings—plan ——region us—east-1 \
—--savings—plan-offering-id <offering-id> \
——commitment 530 \
——purchase-time 2026-11-01T00:00:00Z \
——client-token sf-compute-sp—nov-2026 \
——tags '{"sf:approved-by": "<approver>", "sf:change-ticket": "<ticket-id>"}"

# 3. Confirm it is queued, and delete it if the decision changes before it starts.

aws savingsplans describe-savings—-plans —--region us-east-1 —--states queued

aws savingsplans delete-queued-savings—-plan ——region us-east-1 ——savings-plan-id <savings-plan-
id>

The Database Savings Plan uses the same calls with ——plan-types Database, —-durations
31536000, and ——commitment 25.The SageMaker Savings Planuses —-plan-types SageMaker, ——
durations 31536000, and -——commitment 61.Before each purchase, checkthe commitment against
AWS’s ownrecommendation, which is made from yourrecent usage and so ignores the roadmap;
it should come out lower than ours, and the difference is the roadmap:

BASH

aws ce get-savings-plans—-purchase-recommendation --region us-east-1 \
——savings—-plans—type COMPUTE_SP —-term-in-years THREE_YEARS —-payment—option NO_UPFRONT \
—-lookback—-period-in-days SIXTY_DAYS

Use SAGEMAKER_SP and ONE_YEAR for the SageMaker plan. AWS lets you return a plan only within
narrow limits, so treat every purchase as final. The approval record for each purchase names the
roadmap wave that has to be complete before it is queued; if that wave slips, the queued
purchase is deleted and re-queued.
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The private pricing floor

Thisis the part of the report that CFOs ask about first, soitis here andin the readout.
StrataForge’s private pricing agreement has an annual spend floor, and the roadmap takes
spend under itin contract year 3 at today’s usage. \We assume the commitment counts spend
net of the private pricing discount, Savings Plans and reservation fees included, so Savings Plans
andreservations count toward it. Buying more No Upfront plans does not close the gap at any
sensible size: a plan thatis usedin full lowers the bill, and one bigger than the usage it covers
closes the gap only by paying for hours nobody uses. Prepaying is different: an All Upfront or
Partial Upfront paymentis spendin the month AWS bills it, and whetherit counts toward a
contract year depends on the agreement. We do not recommend prepaying to meet a floor, for
the reason at the end of this section.

The private pricing agreement by contract year. Year 3 begins February 1, 2027 and is projected at today’s

usage after the roadmap.

ContractPeriod Commitment ProjectedResult How we know
year spend, net

1February 2025 $36,000,000 $36,449,975Above the estimated: the CUR
to January commitment by export startsin
2026 $449,975 August 2025

2February2026  $42,000,000 $44,976,749Above the sixmonths actual, six
to January commitment by projected with the
2027 $2,976,749 roadmap

3February2027  $42,000,000 $31,924,056$10,075,944 projected at today’s
to January below usage
2028

The flooris a promise to spend. When spend falls short, we assume AWS bills the $10.1 million
difference as a true-up (many agreements do, and this one is unread), so for that year the
roadmap reduces the bill by less than it identifies. The next table shows both ways the year could

go.
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Contract year 3 under two usage paths. "Growing" is the pace of the last six months carried through the

year, and it is a scenario, not a forecast.

Contractyear 3 Usage flat at today’s Growing 3.6% a
level month
Spend without the roadmap $55,715,103 $84,307,253
Spend with the roadmap $31,924,056 $48,195,008
Reductionin spend $23,791,047 $36,112,245
True-up billed under the $42.0 million $10,075,944 $0
commitment
Realizable $13,715,103 $36,112,245

Four points put thisin proportion.

The roadmap still wins. Even at today’s usage, with the true-up paidin full, the roadmap leaves
StrataForge $13.7 million better off in contract year 3. A shortfall is a cost of having saved money,

notareason to stop.

A flat billis not the likely case. If usage keeps growing at the last sixmonths’ pace, year-3 spend
clears the commitment with no true-up and the whole reduction ($36.1 million, measured against
a billthat would also have grown) is realizable. We do not rely on that pace holding: itis shown so

the two ends are visible.

The time to talk is now, while StrataForge is growing and spending $55.7 million ayear. A
customer who asks for a different shape before the shortfall existsis in a stronger position than
one who is explaining it afterward. Resetting the commitment to the flat projection, $31.0 million,
removes the true-up and makes the whole $23.8 million realizable, but alower commitment may

cost discount points:

Realizable savings in contract year 3 with the commitment reset to the flat projection, at three discount
levels. Alower discount raises the bill, so realizable savings fall.

Discount after renegotiation Commitment Contract-year-3 spend Realizable

7% $31,000,000 $31,924,056 $23,791,047

6% $31,000,000 $32,254,851 $23,460,252

5% $31,000,000 $32,585,645 $23,129,457

Vantalect Cost Analysis and Savings Roadmap - Sample: StrataForge is fictional 510f112



Each point of discount traded for the lower commitment costs about $330,795 ayear, and even
at 5% the realizable figure ($23.1 million) beats the $13.7 million that the current commitment
leaves. About 96.4% of the billis eligible for the discount.

Why the reductionis not the identified figure. The reductionin contract-year-3 spend
($23,791,047) differs from the identified savings ($23,520,211) because they measure different
things. The reductionis the change inwhat AWS bills in that one year, with the roadmap taken as
planned; the identified figure is the sum of the opportunities at the August run-rate.

From the identified savings to the year-3 reduction at today’s usage. Nothing here is a decline yet: the
projection takes every line on the first day of its wave.

Step Peryear
Identified savings, the sum of the opportunities $23,520,211
Enterprise Support falls with the bill $705,742
Coverage effect between the lines $4,519
Lines not in effect for all of contract year 3: the backlog is assumed in place by the end of -$439,425

March 2027, and aline that is declined later drops out the same way

Reductionin contract-year-3 spend $23,791,047

When the owners’ decisions are in (week 6), the same bridge is rebuilt with the declines and real
dates.

We have not read the contract. \We worked from the summary StrataForge gave us. Whether the
commitmentis measured before or after the discount, what spend counts toward it, how a
shortfallis billed, and whether an overage in one year carries into the next are questions for Ravi
Menon’s team and AWS counsel. The answers move the number,

What to ask AWS for, in the order we would ask:

« Reset contractyear 3 toward $31.0 million: alower annual figure, or aramp (a lower
commitment in the first six months). Ask forit as an amendment, and expect that AWS may not
grant one: a customerwho wants alower flooris usually offered alonger term ora new
agreementin exchange.

« Early renewal with alonger term. If AWS willnot amend year 3, the usual trade is to renew
early into anew agreement with alonger term and a floor sized to the bill after the roadmap.
The costis plain: StrataForge is committed forlonger, at whatever discount the new
agreement carries, so the discount table above is the number to hold the negotiation to.
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« Route existing third-party software through AWS Marketplace. Software StrataForge
already buys from othervendors can be bought through AWS Marketplace, and Marketplace
spend counts toward the commitment up to a cap the agreement sets. [t adds no new spend,
only moves spend that exists, soitis the one lever that closes part of a gap without paying for
anything nobody uses. How much it can move depends on the cap and on the vendors’
contracts, whichwe have not seen.

o Confirm what counts toward the commitment: spend net of the private pricing discount,
Savings Plans and reservation fees included, plus Support, Marketplace purchases, and
spend by the Kestrel Vision accounts that joined in November 2025.

« Ask about carry-forward. If contract year 2 spend above the commitment ($3.0 million) can
count toward year 3, the timing of the savings becomes worth money, and we would
sequence the roadmap differently.

If AWS declines. The roadmap still pays: at today’s usage the realizable figure is $13.7 millionin
contractyear 3, with the $10.1 million true-up paidin full. Plan the budget on that column, keep the
roadmap on schedule, and ask again at the next renewal with a year of measured spend to show.
Every dollar of growth above the flat path reduces the true-up, and the growth scenario shows
the true-up gone.

What we do not recommend: buying more commitments than the estate uses to fill the gap,
prepaying only to meet the floor, or slowing the roadmap. Each spends real money to avoid a
payment thatis nolargerthan the savingit protects.

Deliverable 5: the architecture review

Architecture changes, storage tiers, schedules, and logging scope are worth $13.4 million a year:
$6.9 million from data paths and services, $4.6 million from storage, and $2.0 million from
schedules. These are the changes where the price is set by how the system is built, not by how big
its machines are. Each one below hasits evidence, the change as code oracommand, how to
verify it,and how toroll it back.

Architecture, storage, and schedule changes by kind.

Change Count Permonth Peryear One-time cost
S3lifecycle and storage classes 145  $190,055 $2,280,657 $87,182
Instances off nights and weekends 415 $130,628  $1,567,541 $0
Simulation on Spot through AWS Batch 334 $118,544  $1,422,523 $0
S3Intelligent-Tiering 161 $111,837  $1,342,048 $28,433
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Change Count Permonth Peryear One-time cost
Robot telemetry to S3 through Firehose 96 $68,167 $818,009 $0
Per-robot metrics to site metrics 4 $67,895 $814,735 $0
Ephemeral Cl runners on Spot 143 $55,162 $661,942 $0
VPC endpoints instead of NAT 53 $52,872 $634,466 $0
CloudTrail data events scoped 1 $49,952 $599,428 $0
loT Basic Ingest for telemetry 4 $41,153 $493,835 $0
ECRIlifecycle policies 2 $34,009 $408,108 $0
Databases off nights and weekends 70 $32,945 $395,341 $0
FSx for Lustre throughput tier 1 $25,998 $311,980 $0
Database engines out of Extended Support 49 $18,678 $224,137 $0
Kafka consumers read in their own AZ 6 $16,762 $201,148 $0
SQL Server Enterprise to Standard 6 $15,235 $182,814 $0
CloudWatch log retention 692 $12,395 $148,740 $0
DynamoDB to on-demand 38 $11,981 $143,768 $0
EBS gp2 andiolto gp3 2,362 $11,541 $138,492 $0
Device shadows on change 4 $9,833 $117,992 $0
AWS Config recording scoped 2 $8,788 $105,462 $0
Aurora l/O-Optimized 8 $7,783 $93,397 $0
AWS Backup cold storage 2 $7,082 $84,988 $0
Allupdate downloads through CloudFront 4 $5,308 $63,697 $0
Kubernetes out of extended support 15 $5,092 $61,101 $0
Debug logs to Infrequent Access 45 $4,789 $57,474 $0
Service calls stay in their AZ 1 $2,883 $34,596 $0
WorkSpaces billed by the hour 1 $2,854 $34,247 $0
Public IPv4 addresses removed 88 $299 $3,585 $0
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The 30 largest changes

The 30 architecture, storage, and schedule changes with the largest annual savings.

ID Account Change What the evidence says Owner and Wave Risk Per Peryear
repository month
A-0161 sf-management Scope CloudTrail data 94% of data events arereads of the telemetryand  ElenaVasquez, Week5 Low $49,952 $599,428
events withadvanced event sensorlakes by the platform’s ownroles. Agreed platform—
selectors withthe CISO: the security engagement’s landing-zone
detection coverageis unchanged
A-0157 fleet-ingest-prod  Stop publishingone dashboards and alarms use site-level aggregates;  Sam Okafor, Week5 Medium $34,474  $413,688
CloudWatch metric per per-robot series are queried in the lake fleet-infra
robot
T-3444 sf-cicd Add ECRIifecycle policies 72% of image bytes are untagged builds olderthan  ElenaVasquez, Week3 Low $28,250 $339,005
30 days platform—
landing-zone
A-0170 crucible-training-  Lowerthe FSxforLustre peakread throughput 96 MB/s per TiB over 30 Hiro Tanaka, Week5 Medium $25,998  $311,980
prod throughput tier to what days, including checkpointrestores. Persistent 2 crucible-
training reads file systems change throughputinplace; schedule  infra
it between training runs
A-0162 fleet-ingest-prod  Publishtelemetry through telemetry topics have no subscribers otherthanthe Sam Okafor, Backlog Medium $22,760  $273,124
loT Basic Ingest rule. Needs robot firmware 7.4, which ships through ~ fleet-infra
OTAin November; the 3,412 ForgeArm gen-2
robots on firmware 3.x keep standard topics until
theirown update
A-0158 fleet-ingest-prod  Stop publishingone dashboards and alarms use site-level aggregates;  Sam Okafor, Week5 Medium $18,052  $216,619
CloudWatch metric per per-robot series are queried in the lake fleet-infra
robot
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ID Account Change What the evidence says Owner and Wave Risk Per Peryear
repository month
A-0164 fleet-ingest-prod Publishtelemetry through telemetry topics have no subscribers otherthanthe Sam Okafor, Backlog Medium $10,187  $122,249
loT Basic Ingest rule. Needs robot firmware 7.4, which ships through  fleet-infra
OTAin November; the 3,412 ForgeArm gen-2
robots on firmware 3.x keep standard topics until
theirown update
A-0054 fleet-ingest-prod Letconsumersread from 60% of cross-AZ bytes are consumer fetches Sam Okafor, Week5 Low $10,033  $120,394
thereplicain theirown fleet-infra
Availability Zone
A-0159 fleet-ingest-prod  Stop publishing one dashboards and alarms use site-level aggregates;  Sam Okafor, Week5 Medium $9,054 $108,644
CloudWatch metric per per-robot series are queriedin the lake fleet-infra
robot
T-2565 crucible-data Lifecycle policy (sf-sensor-  S3Inventory: 77% of bytes older than 90 days, 59% Hiro Tanaka, Week3 Low $8,649 $103,784
log-lake-sensor- olderthan 365; accesslogs: 73% notreadin 90 crucible-
logs-7065-us—east-1-043) days. One-time transitionrequests repaid within infra
the first week; includes $952 a month of retrieval on
objects stillread after they move (server access
logs)
A-0075 fleet-ingest-prod WriterobottelemetrytoS3 thetelemetryisanalyzedinthe lake; CloudWatch Sam Okafor, Week5 Medium $8,328  $99,938
through Firehose, not to copies areread only duringincidents, by Logs fleet-infra
CloudWatchLogs Insights queries
T-2576 crucible-data Move to S3 Intelligent- S3Inventory: 96% of bytes older than 90 days, 88% Hiro Tanaka, Week3 Medium $7,899 $94,792
Tiering olderthan 365; accesslogs: 98% notreadin 90 crucible-
days. One-time transitionrequests repaid within infra
the first week
T-2638 kestrel-data Lifecycle policy (sf- S3Inventory: 93% of bytes olderthan 90 days, 65% JonahReyes, Week3 Low $7,088 $85,053
labeled-datasets-image- olderthan 365; accesslogs: 95% notreadin 90 (not in code)
datasets-9098-eu- days. One-time transitionrequestsrepaidin 2.6
west-1-003) months;includes $280 a month of retrieval on
objects stillread after they move (server access
logs)
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ID Account Change What the evidence says Owner and Wave Risk Per Peryear
repository month
T-2520 crucible-training-  Lifecycle policy (sf- S3Inventory: 90% of bytes older than 90 days, 61% Hiro Tanaka, Week3 Medium $6,940 $83,277
prod checkpoints-model- olderthan 365; accesslogs: 88% notreadin 90 crucible-
checkpoints-7042-us— days. One-time transitionrequests repaid within infra
east-1-004) the first week; includes $144 a month of retrieval on
objects stillread after they move (serveraccess
logs)
T-2515 crucible-sim-prod Lifecycle policy (sf- S3Inventory: 84% of bytes older than 90 days, 73% Hiro Tanaka, Week3 Medium $6,807 $81,685
episode-results—sim- olderthan 365; accesslogs: 86% notreadin 90 crucible-
results-7019-us-— days infra
east-1-009)
A-0160 fleet-ingest-prod  Stop publishing one dashboards and alarms use site-level aggregates;  Sam Okafor, Week5 Medium $6,315 $75,784
CloudWatch metric per per-robot series are queried in the lake fleet-infra
robot
A-0081 fleet-ingest-prod WriterobottelemetrytoS3 the telemetryisanalyzed in the lake; CloudWatch Sam Okafor, Week5 Medium $6,182 $74,188
through Firehose, not to copies are read only duringincidents, by Logs fleet-infra
CloudWatch Logs Insights queries
S-0410 fleet-perf Scale the node group to no pods scheduled outside 7a.m. to 7 p.m. local Sam Okafor, Week3 Low $6,120  $73,435
zero outside performance-  time onweekdays fleet-infra
test windows
T-2617 erp-sap-prod Lifecycle policy (sf-hana- S3Inventory: 94% of bytes olderthan 90 days, 52% AnaKowalski, Week3 Medium $6,119  $73,430
backups-backups-8016-us—  olderthan 365;accesslogs: 96% notreadin 90 enterprise-
east-1-001) days. One-time transitionrequests repaid within infra
the first week
T-2369 sf-log-archive Lifecycle policy (sf-log- S3Inventory: 97% of bytes olderthan 90 days, 89% NadiaPetrova, Week3 Medium $6,046  $72,549
archive-vpc-flow- olderthan 365; accesslogs: 97% notreadin 90 platform—
logs-2291-us-east-1-002) days. One-time transitionrequestsrepaidin1.0 landing-zone
months; includes $17 a month of retrieval on
objects stillread after they move (serveraccess
logs)
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ID Account Change What the evidence says Owner and Wave Risk Per Peryear
repository month
T-3447 crucible-models Add ECRIifecycle policies 72% of image bytes are untagged builds olderthan  Hiro Tanaka, Week3 Low $5,759 $69,103
30 days crucible-
infra
A-0094 fleet-ingest-prod WriterobottelemetrytoS3 the telemetryisanalyzedinthe lake; CloudWatch Sam Okafor, Backlog Medium $5,667 $68,005
through Firehose, not to copies areread only duringincidents, by Logs fleet-infra
CloudWatch Logs Insights queries
A-0163 fleet-ingest-prod Update device shadowson 86% of shadow updates carry no change. Needs Sam Okafor, Backlog Low $5,666 $67,988
change, not every minute robot firmware 7.4, which ships through OTAn fleet-infra
November
T-2469 fleet-eu-prod Lifecycle policy (sf- S3Inventory: 93% of bytes olderthan 90 days, 42% Sam Okafor, Week3 Medium $5,609  $67,303
telemetry-lake-eu- olderthan 365; accesslogs: 98% notreadin 90 fleet-infra
telemetry-replica-5160- days. One-time transitionrequestsrepaidin 0.5
eu-west-1-009) months; includes $25 a month of retrieval on
objects stillread after they move (server access
logs)
S-0408 fleet-perf Scale the node group to no pods scheduled outside 7a.m. to 7 p.m. local Sam Okafor, Week3 Low $5,546 $66,551
zero outside performance-  time onweekdays fleet-infra
test windows
A-0072 fleet-ingest-prod WriterobottelemetrytoS3 the telemetryisanalyzedin the lake; CloudWatch Sam Okafor, Week5 Medium $5,467  $65,605
through Firehose, notto copies are read only duringincidents, by Logs fleet-infra
CloudWatch Logs Insights queries
T-2461 fleet-eu-prod Lifecycle policy (sf- S3Inventory: 94% of bytes older than 90 days, 68% Sam Okafor, Week3 Medium $5,433 $65,199
telemetry-lake-eu- olderthan 365; accesslogs: 98% notreadin 90 fleet-infra
telemetry-replica-5160- days. One-time transitionrequestsrepaidin 0.6
eu-west-1-001) months; includes $48 a month of retrieval on
objects stillread after they move (server access
logs)
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ID Account Change What the evidence says Owner and Wave Risk Per Peryear
repository month
T-3445 sf-backup Archive monthly EBS 45% of EBS and 62% of EFS recovery points are ElenaVasquez, Week3 Low $5,424  $65,090
recovery points and move monthly copies older than 90 days platform—
EFS backupsto cold landing-zone
storage
T-2458 fleet-eu-prod Move to S3 Intelligent- S3Inventory: 88% of bytes olderthan 90 days, 54% Sam Okafor, Week3 Low $5,223 $62,676
Tiering olderthan 365; accesslogs: 90% notreadin 90 fleet-infra
days. One-time transitionrequestsrepaidin 0.3
months
A-0172 sf-cicd Stoprecordingephemeral ~ AWS Config configuration-item counts by resource ElenaVasquez, Week5 Low $5,078  $60,934
network interfacesin AWS type, July and August. The SOC 2 evidence the platform-
Config security engagement mapped needs daily state, landing-zone
which periodic recording keeps
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The network path: NAT gateways and VPC endpoints

Traffic from the spoke VPCs to AWS services leaves through Transit Gateway, Network Firewall,
and the NAT gateways in sf-network-hub. The hub and the spoke VPCs are priced differently, and
the fixis differentin each. 53 findings cover NAT traffic that never needed to leave the AWS
network ($634,466 ayear): 15 on the hub’s NAT gateways ($183,630 a year, all of it Transit Gateway
and firewall processing) and 38 on NAT gateways in 9 spoke accounts ($450,836 ayear).

o Inthe hub, the NAT gateways cost nothing to keep. Network Firewall waives the hours and
the per-gigabyte charge of the NAT gateways itinspects. Moving bytes off those gateways
saves nothing on the gateways. The costis on the other two legs: Transit Gateway ($0.02 per
GB) and Network Firewall processing ($0.065 per GB) charge for every byte of S3and
DynamoDB traffic that crosses the hub toreach AWS. A gateway endpoint cannot be reached
across a Transit Gateway, so the S3 and DynamoDB gateway endpoints go in each spoke VPC
that sends the traffic, and the hub’s NAT gateways stay as they are. The saving is the Transit
Gateway and firewall processing those bytes nolongerincur. This is rated Medium risk and not
Low, because the firewall used to inspect this traffic: the endpoint policies below keep that
control.

¢ Inthe spokes, the NAT gateway is the cost, and the endpoint designremoves it: gateway
endpoints for S3 and DynamoDB, and interface endpoints for the services with steady traffic.
Rated Low.
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NAT gateway traffic by destination, from VPC flow logs.

Destination GB amonth through ShareWhere it can go instead
NAT, hub and spokes

Amazon S3 728,854  38%S3 gateway endpointin each spoke VPC (no charge)
Internet 557,378  29%Stays onNAT:itisrealinternet traffic
Amazon ECR 225,958  12%ECRinterface endpoints;image layers come from S3

through the gateway endpoint, soits policy allows the
ECRlayerbucket

CloudWatch 130,833 7%CloudWatch Logs interface endpoint

Logs

Kinesis Data 85,918 5%Kinesis Data Streams interface endpoint

Streams

Other 80,464 4%Reviewed perdestination

Amazon 75,929 4%DynamoDB gateway endpointin each spoke VPC (no
DynamoDB charge)

AWS STS 15,678 1%STS interface endpoint

66% of the bytes through NAT are headed foran AWS service. A gateway endpoint for S3 and
DynamoDBis free and removes 42% of the traffic by itself. Interface endpoints cost $0.0Tan
hour per Availability Zone plus $0.01per GB, against $0.045 per GB through NAT (and $0.045 an
hour per gateway), so they pay for themselves on any service with steady traffic; the design prices
each one and addsit only where it does. All of them take the traffic off the Transit Gateway and
Network Firewall path. The endpoints go in the spoke VPCs, where the traffic starts:

TYPESCRIPT

import * as ec2 from "aws—-cdk-lib/aws-ec2";
import *x as iam from "aws-cdk-lib/aws-iam";
import { Stack } from "aws-cdk-lib";

import { Construct } from "constructs";

export interface ServiceEndpointsProps {
vpc: ec2.IVpc;
organizationId: string;
interfaceServices?: ec2.InterfaceVpcEndpointAwsServicel[];

i

/*x AWS-owned buckets that the S3 endpoint must keep reachable (ECR layers, Amazon Linux,

Systems Manager, EMR). x/

const awsOwnedBucketArns = (region: string): string[] => [
‘arn:aws:s3:::prod-${region}-starport-layer-bucket/*",
‘arn:aws:s3:::al2023-repos-${region}—x/x",
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‘arn:aws:s3:::amazonlinux—2-repos-${region}/*",
‘arn:aws:s3:::aws—-ssm-${region}/x",
‘arn:aws:s3:::amazon-ssm-${region}/x",
‘arn:aws:s3:::amazon-ssm—packages—${region}/x",
‘arn:aws:s3:::${region}-birdwatcher—prod/x",
‘arn:aws:s3:::patch-baseline-snapshot-${region}/x",
‘arn:aws:s3:::repo.${region}.emr.amazonaws.com/x",
“arn:aws:s3:::${region}.elasticmapreduce/x",

I;

/** Gateway endpoints for S3 and DynamoDB in every VPC; interface endpoints for the heavy
services. */
export class ServiceEndpoints extends Construct {
constructor(scope: Construct, id: string, props: ServiceEndpointsProps) {
super(scope, id);
const { vpc } = props;

const s3 = vpc.addGatewayEndpoint("S3", { service: ec2.GatewayVpcEndpointAwsService.S3 });
const dynamoDb = vpc.addGatewayEndpoint("DynamoDb", { service:
ec2.GatewayVpcEndpointAwsService.DYNAMODB });

// Endpoint policies (the next section explains them): organization resources only.
// Adding any statement replaces the default allow-all policy.
for (const endpoint of [s3, dynamoDb]) {
endpoint.addToPolicy(new iam.PolicyStatement({
sid: "AllowOrganizationResources",
principals: [new iam.AnyPrincipal()],
actions: ["x"1,
resources: ["x"],
conditions: { StringEquals: { "aws:ResourceOrgID": props.organizationId } },
1);
}
// The S3 endpoint also needs the AWS-owned buckets that ECR, Amazon Linux, Systems
Manager, and EMR read.
s3.addToPolicy(new iam.PolicyStatement ({
sid: "AllowAwsOwnedBuckets",
principals: [new iam.AnyPrincipal()],
actions: ["s3:GetObject"],
resources: awsOwnedBucketArns(Stack.of(this).region),
1));
// CloudFormation wait conditions (cfn-signal) write to an AWS-owned bucket.
s3.addToPolicy(new iam.PolicyStatement ({
sid: "AllowCloudFormationSignals",
principals: [new iam.AnyPrincipal()],
actions: ["s3:PutObject"],
resources: [‘arn:aws:s3:::cloudformation-waitcondition-${Stack.of(this).region}/*"1,
1);

const services = props.interfaceServices ?? [
ec2.InterfaceVpcEndpointAwsService.ECR,
ec2.InterfaceVpcEndpointAwsService.ECR_DOCKER,
ec2.InterfaceVpcEndpointAwsService.CLOUDWATCH_LOGS,
ec2.InterfaceVpcEndpointAwsService.KINESIS_STREAMS,
ec2.InterfaceVpcEndpointAwsService.STS,

1;

for (const service of services) {
vpc.addInterfaceEndpoint (" Endpoint${service.shortName.replace(/[*A-Za-z0-9]1/g, "")} , {
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1)
¥
}
}

Inplatform-landing-zone the same endpoints are CloudFormationresources in the account

service,
privateDnsEnabled: true,
subnets: { subnetType: ec2.SubnetType.PRIVATE_WITH_EGRESS },

baseline, so every new VPC gets them:

YAML

Vpcld:

VpcId:

Vantalect

S3GatewayEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:

'Ref Vpc

ServiceName:
VpcEndpointType: Gateway
RouteTableIds:
PolicyDocument:
endpoint allows everything
Version: "2012-10-
Statement:
— Sid: AllowOrganizationResources
Effect: Allow
Principal:

Action: "x"
Resource: "x"
Condition:

StringEquals: { "aws:ResourceOrgID": !Ref OrganizationId }
Sid: AllowAwsOwnedBuckets

Effect: Allow
Principal:
Action: "s3:GetObject"

Resource:
— !Sub "arn:aws:s3:::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3::
— !Sub "arn:aws:s3:::
— !Sub "arn:aws:s3:::
— !Sub "arn:aws:s3::
Sid: AllowCloudFormatio
Effect: Allow
Principal: "x"

Action: "s3:PutObject"
Resource: !Sub "arn:aws:s3:::cloudformation-waitcondition-${AWS
LogsInterfaceEndpoint:

Type: AWS::EC2::VPCEndpoint

Properties:

'Ref Vpc

ServiceName:

Ny

Ny

17"

'Sub "com.amazonaws.${AWS::Region}.s3"

'Ref PrivateRouteTablelds
# the three statements of the endpoint policy below; without it

prod-${AWS: :Region}-starport-layer-bucket/x"

:al2023-repos—${AWS: :Region}—x/x"
ramazonlinux-2-repos—${AWS: :Region}/x*"
raws-ssm-${AWS: :Region}/x"
ramazon-ssm-${AWS: :Region}/*"
:amazon-ssm-packages—${AWS: :Region}/*"
:${AWS: :Region}-birdwatcher—prod/x"

patch-baseline-snapshot—${AWS: :Region}/x"
repo. ${AWS: :Region}.emr.amazonaws.com/x"

:${AWS: :Region}.elasticmapreduce/*"

nSignals

1Sub "com.amazonaws.${AWS: :Region}. logs"
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VpcEndpointType: Interface

PrivateDnsEnabled: true

SubnetIds: !Ref PrivateSubnetIds
SecurityGroupIds: [!Ref EndpointSecurityGroup]

Verify with the same flow-log query that found the traffic: bytes to the S3 and DynamoDB prefixes
should fall to near zero within a day, through the NAT gateway in a spoke and across the Transit
Gateway attachmentsinthe hub. The NAT Gateway lines (spokes),andthe Transit Gatewayand
Network Firewalllines(hub)inthe next day’s Costand Usage Report should drop by the amount
in the roadmap. Roll back by deleting the endpoint; traffic returns to the NAT path onits own,
because the NAT route is stillin the route table (and, in a spoke behind the hub, to the Transit
Gateway path through the hub). Order the work by gateway endpoints first (free, norisk), then the
interface endpointsinthe busiest VPCs.

Endpoint policies keep the control the firewall gave

The firewallin the hub used to see every byte to S3 and DynamoDB, and could stop acopyto a
bucketin someone else’s account. An endpoint with the default policy allows any principal to
reach any bucket, so a gateway endpoint without a policy would trade a control for a saving. Each
endpoint carries a policy that allows only resources owned by StrataForge’s AWS organization,
using the aws:Resource0rgID condition. Bytes to abucket or table outside the organization are
denied at the endpoint, so the control the firewall gave this traffic staysin place.

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowOrganizationResources",
"Effect": "Allow",
"Principal™: "x",
"Action": "x",
"Resource": "x",
"Condition": { "StringEquals": { "aws:ResourceOrgID": '"<organization-id>" } }

"Sid": "AllowAwsOwnedBuckets",

"Effect": "Allow",

"Principal: "x",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::prod-<region>-starport-layer—bucket/*",
"arn:aws:s3:::al2023-repos—<region>—x/x*",
"arn:aws:s3:::amazonlinux—-2-repos—-<region>/x",
"arn:aws:s3:::aws—-ssm-<region>/x*",
"arn:aws:s3:::amazon-ssm-<region>/x*",
"arn:aws:s3:::amazon-ssm—packages—-<region>/x",
"arn:aws:s3:::<region>-birdwatcher-prod/*",
"arn:aws:s3:::patch-baseline-snapshot-<region>/x",
"arn:aws:s3:::repo.<region>.emr.amazonaws.com/x",
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"arn:aws:s3:::<region>.elasticmapreduce/*"
]
}l
{
"Sid": "AllowCloudFormationSignals",
"Effect": "Allow",

"Principal": "x",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::cloudformation-waitcondition-<region>/*"

The second and third statements are the ones people miss. ECR servesimage layers froman
AWS-owned S3 bucket, and the Amazon Linux package repositories, the Systems Manager agent
and Patch Manager (aws-ssm-<region>, amazon-ssm-<region>, amazon-ssm-packages-<region>,
<region>-birdwatcher-prod, patch-baseline-snapshot-<region>), the EMR repositories, and
CloudFormationwait conditions all use AWS-owned buckets too. An organization-only policy
stopsimage pulls, package installs, patching, EMR clusterlaunches, and cfn-signaluntil each
bucketis allowed by name. Set the same first statement on the DynamoDB gateway endpoint
without the others. The CDK construct above applies the policy with addToPolicy oneach
gateway endpoint (a gateway endpoint created without a policy allows everything, so nothingis
applied until the construct adds one), and the CloudFormation baseline sets it as the endpoint’s
PolicyDocument. The bucketlistis the one AWS documents for these services today; confirmit
against the current documentation for each service StrataForge runs in a spoke before the policy
goeson. Theinterface endpoints’ security groups need the same review as any otheraccess
path: scope eachtothe VPC’s CIDR on port 443,

Verify with a pull of animage from ECR, a package install, a Systems Manager patch scan (AwWS-
RunPatchBaseline with Operation=Scan), and an EMR clusterlaunch from a spoke, then aGetObject
on abucketinthe organization (allowed) and the same call on a bucket in anotheraccount (denied
by the endpoint, and visible as an AccessDenied in the CloudTrail event). Do the hub’s traffic last:
start with the spoke VPC that sends the most S3 bytes, watch the flow logs on the Transit Gateway
attachment fall, and move to the next spoke only when the pulls and installs have run clean fora
day.

Kafka: let consumers read in their own Availability Zone

Each partition has aleader and followers in three Availability Zones. A consumer that always reads
from the leader crosses a zone boundary two times in three, and every crossing bills $0.01per GB
each way. 6 MSK clusters send consumer fetches across zones ($201,148 a year). Since Kafka 2.4,
aconsumer can fetch from the follower inits own zone. It takes one setting on the clusterand one
onevery consumer.

Vantalect Cost Analysis and Savings Roadmap - Sample: StrataForge is fictional 650f112



The setting goes into the cluster’s existing configuration, as a new revision. A new configuration
with one property would replace the current one and reset everything else the brokers carry
(retention, min.insync. replicas, and any other custom property) to the defaults. Soread the
currentrevision, append the line, and publish it as the next revision of the same configuration:

BASH
CONFIG_ARN=$(aws kafka describe-cluster —-cluster-arn <cluster-arn> —--region <region> \
——query 'ClusterInfo.CurrentBrokerSoftwareInfo.ConfigurationArn' ——output text) || exit 1
REVISION=$(aws kafka describe-cluster —--cluster-arn <cluster-arn> —-region <region> \
——query 'ClusterInfo.CurrentBrokerSoftwareInfo.ConfigurationRevision' ——output text) || exit

1

# Save the current properties: this file is the rollback.

aws kafka describe-configuration-revision —-arn "$CONFIG_ARN" —-revision "$REVISION" --region
<region> \

——query 'ServerProperties' ——output text | base64 ——decode > msk-config-before.properties ||
exit 1

cp msk-config-before.properties msk-config-after.properties
echo "replica.selector.class=org.apache.kafka.common.replica.RackAwareReplicaSelector" >> msk-
config-after.properties

aws kafka update-configuration —-arn "$CONFIG_ARN" —-server—properties fileb://msk-config-
after.properties \

——description "rack-aware fetch" --region <region> || exit 1
NEW_REVISION=$(aws kafka describe-configuration —-arn "$CONFIG_ARN" —-region <region> \
—-—query 'LatestRevision.Revision' -—output text)

aws kafka update-cluster-configuration —--cluster-arn <cluster-arn> --current-version <current-
version> \
——configuration-info "Arn=$CONFIG_ARN,Revision=$NEW_REVISION" —--region <region>

If the cluster still runs on the default configuration, msk-config-before.propertiesis empty or
absent: create a configuration that holds the line and the defaults you want to keep, and name it in
the changerecord.

Every consumer sets client. rack to the AZID of the zone it runsin (MSKuses AZ IDs, such as usel-
azl,because zone names map differently in each account). AKafka . properties file does not
expand ${...}, sothevalue hasto be writteninto the file, orinto the client’s settings, before the
client starts. The node already carries its AZID as the label topology.k8s.aws/zone-id, and aninit
container canread it without touching the instance metadata service:
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YAML

initContainers:
- name: rack
image: <account-id>.dkr.ecr.us—east-1.amazonaws.com/kubectl:<tag>
env:
— name: NODE_NAME
valueFrom: { fieldRef: { fieldPath: spec.nodeName } }
command: ["sh", "-c", "kubectl get node \'"$NODE_NAME\" -o
jsonpath="'{.metadata. labels.topology\\.k8s\\.aws/zone-id}"' > /rack/zone-id"]
volumeMounts: [{ name: rack, mountPath: /rack }]
volumes:
- name: rack
emptyDir: {}

BASH

#!/bin/sh

# Container entrypoint: write client.rack into the consumer's properties file, then start the
consumer.

export KAFKA_CLIENT_RACK="$(cat /rack/zone-id)"

envsubst < /etc/kafka/consumer.properties.template > /tmp/consumer.properties

exec "$@"

PROPERTIES

# /etc/kafka/consumer.properties.template
client.rack=${KAFKA_CLIENT_RACK}

Kafka clients from 3.5 can skip the template and read the environment themselves, with

config.providers=env,

config.providers.env.class=org.apache.kafka.common.config.provider.EnvVarConfigProvider,

and client. rack=${env:KAFKA_CLIENT_RACK}. Theinit container’s service account needs onerule,
get onnodes, and nothing else.

The simpler route has a price. Reading the zone from the instance metadata service needs the
node’s metadata hop limitraised to 2 (HttpPutResponseHopLimit in the launch template) so a
container canreachit. With hop limit 2, every pod on that node can also reach the noderole’s
credentials. Take that route only on a node group that runs nothing but these consumers, with a
node role that carries no more than they need.

The broker changeis arolling restart; it takes time but not downtime. Verify with the

BytesOutPerSec metric by broker and the inter-AZ lines of the Cost and Usage Report. Roll back by

removing client. rack from the consumers, which sends them back to the leader at once, and
then applying msk-config-before.properties asanew revision with update-configurationand

update-cluster—configuration.
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Service calls: keep traffic in its zone

Services on EKS calling each other across zones pay the same $0.01per GB each way.
Kubernetes can preferan endpointinthe caller’'s zone, and falls back to any endpoint when a zone
has too few. It needs three things: the Service annotation, replicas spread across zones, and
enoughreplicas perzone for the hint to hold.

YAML

apiVersion: vl
kind: Service
metadata:
name: mission-planner
namespace: fleet
annotations:
service.kubernetes.io/topology-mode: Auto
spec:
selector:
app: mission-planner
ports:
— port: 80
targetPort: 8080
apiVersion: apps/vl
kind: Deployment
metadata:
name: mission-planner
namespace: fleet
spec:
replicas: 6
selector:
matchLabels:
app: mission-planner
template:
metadata:
labels:
app: mission-planner
spec:
topologySpreadConstraints:
— maxSkew: 1
topologyKey: topology.kubernetes.io/zone
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
app: mission-planner
containers:
- name: app
image: <account-id>.dkr.ecr.us—east-1.amazonaws.com/mission—-planner:<tag>
ports:
- containerPort: 8080
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Onclustersat1.33 orlater, spec.trafficDistribution: PreferClose onthe Service doesthe same
job without an annotation. The change is rated effort M and risk Medium, and the reasonisreal: if a
zone loses most of its replicas, the hintis dropped and traffic spreads again, which is the right
behavior and shows up as a latency step. Verify with the inter-AZ lines of the Cost and Usage
Report and with zone-labeled request metrics. Roll back by removing the annotation.

Robot telemetry: write to S3 through Firehose, not to CloudWatch Logs

CloudWatch Logs charges $0.50 per GB to ingest and $0.03 per GB-month to store. The robot
telemetry log groups take in 146.5 TB a month across 96 groups ($87,481a month), and 74 of those
groups never expire. The telemetry is analyzed in the data lake, and the CloudWatch copies are
read only during incidents. Amazon Data Firehose delivers to S3 as Parquet, and Athena queries it
whereitlies. The savingis the CloudWatch bill less everything the new path costs, and the new
path has four parts: Firehose bills ingestion at $0.029 per GB with eachrecord roundedup to 5
KB (alogrecordunder5KBis billed as 5 KB, so smallrecords cost more than their size); Parquet
conversionis billed per GB converted; the Parquet then sitsin S3 until the lake’s lifecycle movesit;
and Athena bills per terabyte scanned when responders query it. 96 log groups move ($818,009 a
year, net of all four), rated Medium risk because incident responders lose a familiar view; keep one
week of the mostimportant groups in CloudWatch while the Athena views are built. The groupsiin
Regions otherthan us-east-1are in the backlog, behind the first Region’s move. Where the
firmware allows, batch several readings into one record: it brings the record nearer the 5 KB
boundary and lowers the Firehose line.

In fleet-infra, replace theloTrule’s CloudWatch Logs action with a Firehose action, and add the
delivery stream:

TYPESCRIPT

import *x as firehose from "aws-cdk-lib/aws-kinesisfirehose";
import *x as iam from "aws-cdk-lib/aws-iam";

import *x as iot from "aws-cdk-1lib/aws-iot";

import * as s3 from "aws—-cdk-lib/aws-s3";

const telemetryBucket = s3.Bucket.fromBucketName(this, "TelemetryBucket", "<telemetry-lake-
bucket>");

const deliveryRole = new iam.Role(this, "TelemetryDeliveryRole", {
assumedBy: new iam.ServicePrincipal("firehose.amazonaws.com"),

3

telemetryBucket.grantReadWrite(deliveryRole);

deliveryRole.addToPolicy(new iam.PolicyStatement ({
actions: ["glue:GetTable", "glue:GetTableVersion", "glue:GetTableVersions"],
resources: ["x"],

1)

const stream = new firehose.CfnDeliveryStream(this, "TelemetryStream", {
deliveryStreamName: "robot-telemetry",
deliveryStreamType: "DirectPut",
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extendedS3DestinationConfiguration: {
bucketArn: telemetryBucket.bucketArn,
roleArn: deliveryRole.roleArn,
prefix: "raw/dt=!{timestamp:yyyy-MM-dd}/hr=!{timestamp:HH}/",
errorOutputPrefix: "errors/!{firehose:error-output-type}/dt=!{timestamp:yyyy-MM-dd}/",
bufferingHints: { intervalInSeconds: 300, sizeInMBs: 128 },
compressionFormat: "UNCOMPRESSED",
dataFormatConversionConfiguration: {
enabled: true,
inputFormatConfiguration: { deserializer: { openXJsonSerDe: {} } },
outputFormatConfiguration: { serializer: { parquetSerDe: { compression: "SNAPPY" } } },
schemaConfiguration: {
databaseName: "telemetry",
tableName: "robot_telemetry_raw",
roleArn: deliveryRole.roleArn,
region: this.region,

const ruleRole = new iam.Role(this, "TelemetryRuleRole", {
assumedBy: new iam.ServicePrincipal("iot.amazonaws.com"),

)3

ruleRole.addToPolicy(new iam.PolicyStatement({
actions: ["firehose:PutRecord", "firehose:PutRecordBatch"],
resources: [stream.attrArn],

1)

new iot.CfnTopicRule(this, "TelemetryToFirehose", {
ruleName: "robot_telemetry_to_firehose",
topicRulePayload: {
sql: "SELECT x FROM 'fleet/+/telemetry'",
awsIotSqlVersion: '2016-03-23",
actions: [{ firehose: { deliveryStreamName: stream.ref, roleArn: ruleRole.roleArn,
separator: "\n" } }1,
}l
)3

The Glue table telemetry. robot_telemetry_rawdefines the Parquet schema; Firehose records
that do not matchit go to the error prefixinstead of being lost. Verify that objects appear under
the prefix within five minutes, and that an Athena SELECT count (*) on a partition matches therule’s
Success metric (namespace AWS/IoT, dimensions RuleName and ActionType=Firehose). Rollback by
pointing the rule back atits CloudWatch Logs action, which staysin the stack as a commented
block for the first two weeks. Then set retention on the groups that remain (Logs and metrics).

Per-robot metrics: embedded metric format, not one metric per robot

CloudWatch charges $0.30 per custom metric-month for the first 10,000, $0.10 for the next
240,000, $0.05 forthe next 750,000, and $0.02 beyond that. StrataForge publishes 848,000
per-robot metrics in four Regions, which cost $73,908 a month. ARobotId dimension turns every
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robotinto its own metric, four of them each. Dashboards and alarms use the site-level
aggregates, and the per-robot series are queried in the data lake, so the per-robot metrics are
paid forand neverread.

Custom metrics by Region.

Region Custom metrics today Monthly cost
us-east-1 524,000 $38,064
eu-central-1 188,000 $19,421
ap-northeast-1 84,000 $9,706
ap-southeast-1 52,000 $6,717

The change s to publish through the embedded metric format (EMF): a structured log event that
CloudWatch turns into metrics. Only the dimensions you name become metrics; everything else is
a property that stays queryable inthe log event. SiteId and RobotModel become the dimensions,
andRobotId becomes aproperty. Inthe services that publishrobot telemetry:

PYTHON

from aws_embedded_metrics import metric_scope

@metric_scope
def publish_robot_metrics(metrics, site_id, robot_model, robot_id, battery_pct, motor_temp_c,
localization, latency_ms):
metrics.set_namespace('StrataForge/Robot")
# One dimension set, and no default dimensions (LogGroup, ServiceName, ServiceType): each
metric is one series per site and model.
metrics.set_dimensions({"SiteId": site_id, "RobotModel": robot_model}, use_default=False)
metrics.put_metric("BatteryPct", battery_pct, "Percent")
metrics.put_metric("MotorTemperature", motor_temp_c, "None")
metrics.put_metric("LocalizationConfidence", localization, "None")
metrics.put_metric("NetworkLatency", latency_ms, "Milliseconds")
metrics.set_property("RobotId", robot_id) # a property: searchable in the log event, not
billed as a metric

CloudWatch aggregates the robots of one model at a site into a single series per site and model
(min, max, average, and p95 are available), whichis what the dashboards and alarms already read.
The per-robot values do not become free. An EMF eventis alogline, and loglines cost $0.50 per
GBtoingest, so keeping every robot’s values queryable in Logs Insights costs ingestion on one
small event perrobot per minute. The saving in the registeris net of thatingestion: it is the per-
robot metric charge less the EMF log charge, and the EMF line is the reason the saving is smaller
than the metric billabove. The change is rated Medium risk and not Low: it removes a view of every
robot and moves its alarms to new metrics, so the alarms are moved only after the new series
exist. If the services emit more than one event perrobot per minute, measure the ingest first and
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aggregate at the site gateway before publishing. Verify with aws cloudwatch list-metrics —-
namespace StrataForge/Robot (the count falls from 848,000 to the site and model combinations)
and with an alarm that fires on a test value, and move each alarm from a per-robot metric to its site
series only after list-metrics shows the series with data. Roll back by restoring the old publisher;
no history islost, because CloudWatch keeps metric data for 15 months.

Audit and logging scope: CloudTrail data events and AWS Config

Loggingis a security control first and a cost second. These two changes keep every control the
security engagement putin place and remove only what nobody reads. Marcus Oyelaran agreed
the CloudTrail scope with us, and the Config change keeps the daily state the SOC 2 evidence
needs.

CloudTrail data events

The organization trail records read and write data events on every bucket and function. Scoping
them saves $599,428 a year, because 94% of data events are reads of the telemetry and sensor
lakes by the platform’s ownroles. Advanced event selectors keep every write event on every
bucket, and keep read events on the buckets that hold customer data, firmware, and models.
GuardDuty S3 Protectionreads S3 data events directly from AWS, not from your trail, so its
detection coverage does not change.

JSON

[
{
"Name": "Management events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Management"] }
]

}l
{
"Name": "S3 write events on every bucket",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"l },
{ "Field": "resources.type", "Equals": ["AWS::S3::0bject"] },
{ "Field": "readOnly", "Equals": ["false"] }
1
}l
{
"Name": "S3 read events on buckets that hold customer data, firmware, and models",

"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["Data"] },

{ "Field": "resources.type", "Equals": ["AWS::S3::0bject"] },

{ "Field": "readOnly", "Equals": ["true"] },

{ "Field": "resources.ARN", "StartsWith": [
"arn:aws:s3:::<customer-data-bucket-prefix>",
"arn:aws:s3:::<firmware-bucket-prefix>",
"arn:aws:s3:::<model-bucket-prefix>"

I}
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"Name": "Lambda invocations of functions that touch customer data",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::Lambda::Function"] 1},
{ "Field": "resources.ARN", "StartsWith": ["arn:aws:lambda:<region>:<account-
id>:function:<customer-data-function-prefix>"] }
1
}
|

BASH

aws cloudtrail get-event-selectors ——trail-name <org-trail-name> --region us—-east-1 > event-

selectors—-full.json || exit 1

jq '.AdvancedEventSelectors' event-selectors—full.json > event-selectors-before.json

aws cloudtrail put-event-selectors —-trail-name <org-trail-name> \
——advanced-event-selectors file://selectors.json ——region us-east-1

Save the before file first: itis the rollback (put-event-selectors —-advanced-event-selectors
file://event-selectors-before.jsonrestoresit). The command’s outputis an object, sothejq
step keeps only the array that put-event-selectors accepts. If the trail uses basic event selectors,
the output has EventSelectors and not AdvancedEventSelectors; save that array instead and
restore it with ——event-selectors. Run both commands from the account and Region the
organization trail lives in. The trail’s configuration lives in platform-landing-zone, SO the same
JSON goes into the trail’s AdvancedEventSelectors property in the same pull request. Verify that
the readOnly=true data-event volume for the lake buckets dropsin the next day’s CloudTrail line
of the Cost and Usage Report, and that a test write to a scoped bucket is stilllogged.

AWS Configrecording

AWS Config charges $0.003 per configurationitemrecorded, and $0.012 for periodic (daily)
recording, so periodic is cheaper only for aresource type that would otherwise produce more
thanfouritems aday. In sf-cicd, the runner and simulation fleets create networkinterfaces that
live less than an hour, and 2 recorders spend money recording them ($105,462 a year). The fixis an
exclusion, plus daily recording forinstances:
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JSON
{

"name'": "default",
"roleARN": "arn:aws:iam::<account-id>:role/<config-recorder-role>",
"recordingGroup": {
"allSupported": false,
"includeGlobalResourceTypes": false,
"exclusionByResourceTypes": {
"resourceTypes": ["AWS::EC2::NetworkInterface"]
}l
"recordingStrategy": { "useOnly": "EXCLUSION_BY_RESOURCE_TYPES" }
}l
"recordingMode": {
"recordingFrequency": '"CONTINUOUS",
"recordingModeOverrides": [
{
"description": "Runner instances change state many times a day; one daily item each is
cheaper and keeps the SOC 2 evidence",
"resourceTypes": ["AWS::EC2::Instance"],
"recordingFrequency": "DAILY"

BASH

aws configservice describe-configuration-recorders —--region <region> > config-recorder—
full.json || exit 1

jq '.ConfigurationRecorders[@]' config-recorder-full.json > config-recorder-before.json

aws configservice put-configuration-recorder ——configuration-recorder file://recorder.json ——
region <region>

Daily recording costs four times as much peritem ($0.012 against $0.003), so it pays only fora
resource type that would otherwise produce more than fouritems a day. Arunnerinstance does: it
starts, passes through several states, and stops within the hour, so oneitem a day is cheaper. A
long-livedinstance that changes once aweek would cost more. Because the SOC 2 evidence the
security engagement mapped needs daily state, not every change, daily recording forinstances
keepsit.

Take name and roleARN for recorder. json from config-recorder-before. json,and change only the
recording group and mode: an account can hold one recorder per Region, and a second recorder
with a new nameisrefused. If the existing recorder came from Control Tower (the name androle in
config-recorder-before. json will say so), Control Tower canreset it when the landing zone
updates. Inthat case StrataForge’s platform team makes this change through the customization
path Control Tower documents for the landing zone versionit runs, and compares the live
recorder with recorder. json after eachlanding zone update. Roll back by putting config-
recorder-before. jsonback with put-configuration-recorder. Where arecorderis definedin
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CloudFormation (platform-landing-zone), the same settings are the RecordingGroup and
RecordingMode properties of that stack’s AWS: : Config: : ConfigurationRecorder;donotadda
secondrecorderresource to an account that already has one.

Logs and metrics
CloudWatch Logs by source.

Log source Groups Ingest per month Cost per month Groups that never expire
robot-telemetry 96 146.5TB $87,481 74
application 3,120 101.8TB $57,101 2,179
debug 45 20.1TB $10,374 34

692 log groups have no retention and grow without limit ($148,740 a year), and 45 debug groups
canmove to the Infrequent Access log class, whichingests at $0.25 per GB against $0.50
($57,474 ayear). The register names the groups to change; the other never-expire groups in the
table keep their settings until their owners decide. Leave longerretention where a group was
queriedin the last 90 days, and leave out every group that carries audit evidence, because the
security engagement’s retention schedule governs those.

Setting retention deletes log events older than the new period, and nothing brings them back.
So the scriptbelow changes only the groups on an approved list, prints what it will do first, and
skips any group that already has aretention setting. Build approved-log-groups.txt fromthe
register’'srows for the Region (one line per group: the group name, a space, and the retentionin
days theregister givesit; CloudWatch accepts only its fixed values, such as 30, 90, and 365),
remove the audit-evidence groups, and have each group’s owner confirmits line in the pull
request. Runit once with the default, which only prints the plan, and again with APPLY=yes after the
planhasbeenread.
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BASH

APPLY=${APPLY:-no}
while read -r group days; do
[ -z "$group" ] & continue
row=$(aws logs describe-log—groups —--log—group—name-prefix "$group" --region <region> \
——query "logGroups[?logGroupName=="$group']. [logGroupName,to_string(retentionInDays)]" —-—
output text </dev/null) \
|| { echo "SKIP $group: lookup failed"; continue; }

set —— $row
[ "$1" = "$group" 1 || { echo "SKIP $group: not found"; continue; }
[ "$2" = "null" ] || { echo "SKIP $group: already keeps $2 days"; continue; }

echo "PLAN $group: never expire —> $days days"
if [ "$APPLY" = yes ]; then

aws logs put-retention-policy —--log—-group-name '$group'" —--retention-in-days "$days" ——
region <region> </dev/null \
&& echo "SET $group" || echo "FAIL $group"
fi

done < approved-log-groups.txt | tee retention-run.log

The log class of an existing group cannot be changed, so a debug group moves by creatingits
replacement and pointing the application at it:

BASH

aws logs create-log-group ——log—-group—-name <name>-ia —-log—group—class INFREQUENT_ACCESS —-
region <region>

aws logs put-retention-policy —--log—-group—-name <name>-ia ——retention-in-days 14 —--region
<region>

Infrequent Access groups do not support metric filters or subscriptions, which is why the
evidence foreach debug group says it has neither. To stop the problem coming back, week 5
adds an EventBridge rule on CreateLogGroup that invokes a small Lambda function, and the
function sets 30-day retention on any new group that has none andis not on the audit-evidence
list (EventBridge cannot call PutRetentionPolicy itself). Roll back retention by setting the old
value, which for every group this change touches was "never expire": aws logs delete-retention-
policy —-log-group-name <name>restoresthatsetting forevents thatare still stored, and the SET
linesin retention-run. loglist the groups torunit on. Events that have already expired are gone, so
keep the first change to groups nobody has queried.

S3: lifecycle rules and Intelligent-Tiering by data class

StrataForge stores 29.9 PBin 56.5 billion objectsin 317 buckets, and most of ithas notbeenread
inmonths. 145 buckets get alifecycle policy ($2,280,657 a year, with a one-time cost of $87,182
forthe transition requests, repaid in 0.5 months of savings), and 161 move to S3 Intelligent-Tiering
($1,342,048 ayear, one-time cost $28,433). Policies are set by data class, because a class has
one answer to "how long do we need this and how fast do we need it back."
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How abucketis judged. Alifecyclerule acts on object age, so the age of the bytes comes from
S3Inventory: the share older than 90 days and older than 365 days. Age alone doesnot say a
move pays. An object that moves andis thenread pays aretrieval charge, so each bucket’s server
accesslogs say what share of its bytes was not read in 90 days, and the retrieval charge on
objects stillread after they move is counted against the saving. The register’s evidence column
carries both measurements andits notes column carries the retrieval figure, for example "includes
$952 amonth of retrieval on objects still read after they move (server accesslogs)" on sf-sensor-
log-lake-sensor-logs-7065-us—-east-1-043. Abucket where tiering by access is cheaper than
tiering by age gets S3 Intelligent-Tiering instead (kind s3-intelligent-tiering), which moves
each object byits ownreads and charges noretrieval. It saves nothing until objects have gone 30
daysunreadinthe new class, soits saving arrives amonth after the rule is set, and its monitoring
feeisinthe figure. Intelligent-Tiering is offered only for buckets whose objects average 128 KB or
more, and never for simulationresults, backups, build caches, orreplicas written to Deep Archive;

those take the age-based rules or expiry below.

S3 savings by data class

telemetry-replica | IENENENEE— N, 729

sensor-logs NG 50
sim-results [ RGN /-
vpc-flow-logs I 158
image-datasets [ ENGTcNTNTNG 172
model-checkpoints [ KNGNNTNTG 43
backups _ 120

build-cache [ NGIN 34

elb-access-logs NN 62

telemetry-curated 11
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$ thousands a year

S3savings by data class, the tenlargest, thousands of dollars ayear.

S3 savings by data class, for the 17 classes with a positive saving.

700 800

Dataclass Buckets Size Monthly cost today Peryear  One-time cost
telemetry-replica 40 5,030TB $90,940  $728,672 $33,271
sensor-logs 48 7,200TB $112,274  $450,401 $199
sim-results 10  1,450TB $29072  $274,912 $0
vpc-flow-logs 4 960 TB $19,404  $187,797 $13,485
Vantalect Cost Analysis and Savings Roadmap - Sample: StrataForge is fictional 77 of 112



Dataclass Buckets Size Monthly cost today Peryear = One-time cost
image-datasets 13 1,710TB $34,600  $172,402 $33,066
model-checkpoints 6 1,240TB $25,066  $162,642 $2
backups 2 520TB $10,462  $119,741 $474
build-cache 6 3407TB $7,483 $84,013 $0
elb-access-logs 3 380TB $7,628 $61,507 $6,499
telemetry-curated 12 1180TB $25,528 $10,770 $0
sim-scenarios 8 640TB $13,71 $9,657 $0
point-clouds 19  1]00TB $26,649 $9,326 $0
telemetry-raw 34 4,170TB $88,984 $5,012 $0
analytics 14 280TB $6,160 $2,547 $0
experiments 54 620TB $13,136 $1,147 $188
cloudtrail 3 530TB $10,753 $84 $0
findings 2 18TB $384 $26 $0

Therules, perclass

Allrules abort incomplete multipart uploads after 7 days. The classes with the largest savings, and
what eachis allowed to do:

e Sensorlogs (sensor-1logs): noncurrent versions expire after 30 days, Glacier Instant Retrieval
after 90 days, Deep Archive after 365.

o Telemetry replicas (telemetry-replica): replicate straight into Deep Archive instead of
replicatinginto Standard and transitioning later, and expire noncurrent versions after 180 days
(Replicating straightinto Deep Archive).

o Raw telemetry (telemetry-raw): Glacier Instant Retrieval after 90 days and Deep Archive after
730, or S3Intelligent-Tiering where the access logs say it is cheaper than aging the objects

out.

o Sensorreplicas (sensor-replica): replicate straightinto Glacier Instant Retrieval, or S3
Intelligent-Tiering where itis cheaper.

« Image datasets (image-datasets): GlacierInstant Retrieval after 90 days.

o Simulationresults (sim-results): expire after 180 days.
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o Model checkpoints (model-checkpoints): working checkpoints expire after 30 days, release
checkpoints move to Glacier Instant Retrieval at 90.

« VPC flow logs (vpc-flow-logs): Standard-IA after 30, Glacier Flexible Retrieval after 90, expire
after 400 days. The log-archive bucket is versioned, and on a versioned bucket Expiration
only adds a delete marker and turns the current versioninto a noncurrent one that keeps
billing. The rule therefore pairs the 400-day expiration with a noncurrent-versionrule (30
days). The register’s saving for this bucket holds only with that pair. The log archive otherwise
keeps its object versions as tamper evidence, so the CISO confirms the 30-day window for
flow-log objects, which are written once and never overwritten, before the rule is applied.

o Costand Usage Reports (cur): stay in Standard for 400 days, then Glacier Instant Retrieval.
They are read often while recent, and the table above shows no saving for them.

o SAP backups (backups): Glacier after 30 days, expire after120 days. The SOX controls owner
signs off on that retention before the rule is applied, and the register rates the line Medium for
the same reason: an expired backup is gone.

JSON

{
"Rules": [
{
"ID": "abort-incomplete-uploads",
"Status": "Enabled",
"Filter": { "Prefix": "" },
"AbortIncompleteMultipartUpload": { "DaysAfterInitiation": 7 }

"ID": "expire-old-versions",

"Status": "Enabled",

"Filter": { "Prefix": "" },
"NoncurrentVersionExpiration": { "NoncurrentDays": 30 }

"ID": "tier-large-objects",
"Status": "Enabled",
"Filter": { "ObjectSizeGreaterThan": 131072 },
"Transitions": [
{ "Days": 90, "StorageClass": "GLACIER_IR" 1},
{ "Days": 365, "StorageClass": "DEEP_ARCHIVE" }
]
+
|
¥

Thatis sensor-1logs: age-based, with a noncurrent-versionrule and a 365-day Deep Archive step.
The same file shape, with different transitions, covers the other age-based classes. Abucket that
Intelligent-Tiering suits takes a rule that moves every object in on day zero and lets S3 do the rest:

Vantalect Cost Analysis and Savings Roadmap - Sample: StrataForge is fictional 79 of 112



JSON

{
"Rules": [
{
"ID": "abort-incomplete-uploads",
"Status": "Enabled",
"Filter": { "Prefix": "" },
"AbortIncompleteMultipartUpload": { "DaysAfterInitiation": 7 }

"ID": "expire-old-versions",

"Status": "Enabled",

"Filter": { "Prefix": "" },
"NoncurrentVersionExpiration": { "NoncurrentDays": 30 }

"ID": "intelligent-tiering",
"Status": "Enabled",
"Filter": { "ObjectSizeGreaterThan": 131072 },
"Transitions": [
{ "Days": @, "StorageClass": "INTELLIGENT_TIERING" }
]
}

Intelligent-Tiering moves an object to the Infrequent Access tier after 30 days unread and to
Archive Instant Access after 90, with no retrieval charge, and bills a small monitoring fee per
object. Objectsunder128 KB are never tiered and pay no monitoring fee, so the size filter above
leaves them where they are. New objects gointo the class on day zero and so pay the transition
request; theregister’s one-time cost covers the objects already in the bucket, and its monthly
figure allows for the new ones.

Model checkpoints need the training job to tag what it writes, because lifecycle rules can match a
tag but cannot exclude one. Working checkpoints carry checkpoint-class=working,and a
promotedrelease checkpoint carries checkpoint-class=release:
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JSON

{
"Rules": [
{
"ID": "abort-incomplete-uploads",
"Status": "Enabled",
"Filter": { "Prefix": "" },
"AbortIncompleteMultipartUpload": { "DaysAfterInitiation": 7 }

"ID": "expire-working-checkpoints",

"Status": "Enabled",

"Filter": { "Tag": { "Key": "checkpoint-class", "Value": "working" } },
"Expiration": { "Days": 30 },

"NoncurrentVersionExpiration": { "NoncurrentDays": 30 }

"ID": "tier-release-checkpoints",
"Status": "Enabled",
"Filter": { "And": { "Tags": [{ "Key": '"checkpoint-class", "Value": "release" }],
"ObjectSizeGreaterThan": 131072 } },
"Transitions": [{ "Days": 90, "StorageClass": "GLACIER_IR" }]
}

Flow logs step down through three classes before they expire. Expirationsitsinits ownrule witha
whole-bucket filter, because under the 128 KB size filter it would never apply to smaller objects.
The bucketis versioned, so the same rule expires noncurrent versions and a last rule removes the
delete markers left behind:

JSON
{

"Rules": [
{
"ID": "abort-incomplete-uploads",
"Status": "Enabled",
"Filter": { "Prefix": "" },
"AbortIncompleteMultipartUpload": { "DaysAfterInitiation": 7 }

"ID": "step-down",
"Status": "Enabled",
"Filter": { "ObjectSizeGreaterThan": 131072 },
"Transitions": [
{ "Days": 30, "StorageClass'": "STANDARD_IA" },
{ "Days": 90, "StorageClass": "GLACIER" }
]

"ID": "expire—-and-remove-versions",
"Status": "Enabled",
"Filter": { "Prefix": "" },
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"Expiration": { "Days": 400 },
"NoncurrentVersionExpiration": { "NoncurrentDays": 30 }

"ID": "remove-leftover-delete-markers",

"Status": "Enabled",

"Filter": { "Prefix": "" },

"Expiration": { "ExpiredObjectDeleteMarker": true }

Rules that expire objects orversions are rated Medium risk, because a deleted object cannot be
undone, and rules that only move objects between classes are Low unless they feed areplica.
Apply eachwith aws s3api put-bucket-lifecycle-configuration —-bucket <bucket> ——
lifecycle-configuration file://lifecycle.json,intherepository that owns the bucket (the
register’s repo column), as a lifecycleRules entry onthe CDK s3.Bucket or by the script for
buckets outside code. The callreplaces the whole configuration, so read the old one first and
keepitinthe shape the put callaccepts: aws s3api get-bucket-lifecycle-configuration —-
bucket <bucket> | jq '{Rules}' > lifecycle-before.json.The outputalso carries
TransitionDefaultMinimumObjectSize, which the put call takes as a separate option, so the jq step
dropsit; if the commandreportsNoSuchLifecycleConfiguration, the buckethad norules andthe
rollbackisaws s3api delete-bucket-lifecycle —-bucket <bucket>.Otherwise thatfileisthe
rollback. Verify the firstlifecycle saving in the Cost and Usage Report 30 days aftertheruleis set,
since the first transitions run overnight and Intelligent-Tiering waits 30 days forits first move, and
checkS3 Inventory forthe storage-class mix. Arisein GET requests ona moved bucket, orinthe
retrievalline, is the signthat objects are still read after they move: set that bucket’s transition back
atierandre-measure.

Replicating straightinto Deep Archive

Forthe telemetry replicas, the disaster-recovery copy is written to the destination bucket directly
in Deep Archive. Areplica that lands in Standard and transitions later pays the Standard storage
anda $0.05 per1,000 transition request on top of the replicationrequest. Landingitin Deep
Archive pays Deep Archive’s PUT request price, $0.05 per 1,000 objects, and nothing for
Standard storage in between. That price is ten times the Standard PUT price, soitis the one-time
cost towatch on abucket of many small objects: the register’'s one-time cost for these buckets is
those requests. Replication needs versioning on both the source and the replica bucket. Two
settings go with the rule. Noncurrent versions in the destination expire after 180 days, Deep
Archive’s minimum storage duration, because an object deleted earlieris billed forthe days it had
left. And delete markers are not replicated, so a delete in the source does not remove the copy.
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JSON
{
"Role": "arn:aws:iam::<account-id>:role/<replication-role>",
"Rules": [
{
"ID": "replicate-to-deep—archive",
"Status": "Enabled",
"Priority": 1,
"Filter": { "Prefix": "" },
"DeleteMarkerReplication": { "Status": "Disabled" },
"Destination": {
"Bucket": "arn:aws:s3:::<replica-bucket>",
"StorageClass'": "DEEP_ARCHIVE"
+
+
]
}
BASH
aws s3api put-bucket-replication ——bucket <source-bucket> —-replication-configuration file://
replication.json

This is a decision for the sponsor. Deep Archive restores are slow: a standard retrieval is within 12
hours and a bulk retrieval within 48 hours ($0.0025 per GB, against $0.02 for standard). The
decision needs the price of the worst case, which is restoring the whole copy: 625,495,726
objects, 3.12 PB, in eu-west-1and us-west-2. Bulk retrieval of all of it costs about $24,271(against
$131,701at Standard) and takes about 6 days from the first request to the last object, submitted
with S3 Batch Operations at up to 1,000 restore requests a second in each Region; each objectis
ready within 48 hours of its request (Bulk), or 12 hours (Standard). That is the retrieval alone. A
restore also leaves atemporary Standard copy of every object for the 7 days in the request, about
$15,937, and bringing the data back adds about $65,335 of transfer, so the worst case costs
about $105,543in all. For a disaster-recovery copy of raw telemetry, that is the right trade, and the
readout asks Priya Raman to approve it. Arestore looks like this:

BASH
aws s3api restore-object ——bucket <replica-bucket> —-key <object-key> \
——restore-request '{"Days": 7, "GlacierJobParameters": {"Tier": "Bulk"}}'

Foralargerestore, use S3 Batch Operations with the same request in a manifest. Objects already
inthe source bucket are not replicated by a new rule; S3 Batch Replication copies them.
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The object-sizerules

Two size rules decide whether a transition pays. First, 128 KB. Standard-IA, One Zone-IA, and
GlacierInstant Retrieval bill at least 128 KB per object, and since September 2024 alifecycle rule
does not transition an object smaller than 128 KB unless the rule setsits own size filter. We set
ObjectSizeGreaterThan: 131072 explicitly in every transitionrule above (inside an And block where
therule also filters on a tag) so that the behavioris the same on every bucket and is written down.
Second, 40 KB. Glacier Flexible Retrieval and Deep Archive add 40 KB to every object: 8 KB billed
atthe Standardrate and 32 KB at the archive rate.

Both rules come from arithmetic worth doing for your own objects. Fora128 KB object, moving
from Standard ($0.023 per GB-month) to Glacier Instant Retrieval ($0.004) saves $0.0000023 a
month, and the transition request costs $0.00002, so it repays in 8.6 months. Fora1MB object
moving to Deep Archive ($0.00099 per GB-month plus the 40 KB overhead), the saving is
$0.0000213 amonth against a $0.00005 request, so it repays in 2.3 months. The same move for
a 128 KB object takes 20 months, which is why small sensor files are compactedinto larger
Parquet orarchive files before they are archived. Deep Archive also has a180-day minimum
storage duration, and Glacier Instant Retrieval has 90 days; an object that expires earlier pays for
the remaining days.

Over-the-air updates: serve them through CloudFront

Signed firmware updates for every robot are served from S3. "Data Transfer: S3to internet” costs
$18,340 amonth across the estate. S3 charges $0.09 per GB for the first 10 TB of internet
transfer; CloudFront charges $0.085 for the first 10 TB in North America and Europe and steps
downto $0.02 per GB, and transfer from S3 to CloudFront is free. An update goes to many robots
at asite onthe same day, so a CloudFront edge cache also turns thousands of S3requestsinto a
few.

Serving every update download through CloudFront is worth $63,697 a year across the 4
update buckets, on the transfer price alone. CloudFront’s tiers apply to the organization’s whole
CloudFront volume, so we priced the added downloads at the margin of that volume, whichis
below the S3internet rate StrataForge pays today; transfer from S3 to CloudFront is free. We did
not count the edge cache’s saving on S3requests and onrepeated downloads at a site, because
the cache hitratiois not known until a release ships through the distribution; the first release will
show it onthe bill. The update service issues the download URLs, so the change is madein the
service, notinrobot firmware. Itis also a security improvement: the bucket becomes reachable
only through the distribution. In fleet-infra:
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TYPESCRIPT

import * as cloudfront from "aws-cdk-lib/aws-cloudfront";
import * as origins from "aws-cdk-lib/aws—cloudfront-origins";
import *x as s3 from "aws-cdk-lib/aws-s3";

// Imported bucket: CDK cannot add the CloudFront read grant to it, so the stack that owns
// the bucket carries the bucket policy statement shown after this code.
const otaBucket = s3.Bucket.fromBucketName(this, "OtaBucket", "<ota-bucket>");

const keyGroup = new cloudfront.KeyGroup(this, "OtaKeyGroup", {
items: [new cloudfront.PublicKey(this, "OtaPublicKey", { encodedKey: "<public-key-pem>" })],
) 3

const distribution = new cloudfront.Distribution(this, "OtaDistribution", {
defaultBehavior: {
origin: origins.S3BucketOrigin.withOriginAccessControl(otaBucket),
viewerProtocolPolicy: cloudfront.ViewerProtocolPolicy.HTTPS_ONLY,
allowedMethods: cloudfront.AllowedMethods.ALLOW_GET_HEAD,
cachePolicy: cloudfront.CachePolicy.CACHING_OPTIMIZED,
trustedKeyGroups: [keyGroupl,
}I
priceClass: cloudfront.PriceClass.PRICE_CLASS_ALL,
httpVersion: cloudfront.HttpVersion.HTTP2_AND_3,
1)

withOriginAccessControladdsthe bucket policy thatlets CloudFront read the bucket only when
the bucketis a constructinthe same app. When the bucket isimported with fromBucketName (it
belongs to another stack or was created by hand), CDK warns and adds nothing, and CloudFront
answers 403 for every object. In that case the stack that owns the bucket carries the grant, with
the distribution’s ARN in the condition, and a KMS statement as well if the bucket uses SSE-KMS:

JSON
{

"Sid": "AllowCloudFrontServicePrincipalRead",
"Effect": "Allow",

"Principal™: { "Service": "cloudfront.amazonaws.com" },

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::<ota-bucket>/x",

"Condition": { "StringEquals": { "AWS:SourceArn": "arn:aws:cloudfront::<account-
id>:distribution/<distribution-id>" } }

i

Foran SSE-KMS bucket, the key policy also allows cloudfront.amazonaws.comto call kms:Decrypt
and kms: GenerateDataKey* with the same aws:SourceArn condition.

The update service startsissuing CloudFront signed URLs in place of S3 presigned URLs, which
keeps the signed-update pipeline’s signature check as the second control. A presigned URL is
authorized by the IAMrole that signed it, not by a bucket policy statement, so keep the S3
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presigned-URL path working for one release cycle, thenremove s3:Get0Object on the bucket from
the update service’srole. After that, the bucket answers only to the distribution. Roll back by
switching the service back to S3 presigned URLs; the distribution costs nothing while idle.

Spot capacity: simulation and Ci

Two workloads are interruption-tolerant by design and run on On-Demand capacity: simulation
batchesincrucible-sim-prod (334 instances, $1,422,523 ayear) and the ephemeral Clrunnersin
sf-cicd (143 instances, $661,942 ayear). Spot capacity costs a fraction of On-Demand and can
be reclaimed with two minutes’ notice, which aretried job does not notice. For simulation, AWS’s
guidance after the AWS RoboMaker shutdown on September 10, 2025 was AWS Batch, with
multi-containerjobs for containerized simulations; the same Batch queue is the right home for the
training-adjacent batch work.

TYPESCRIPT

import * as batch from "aws-cdk-1lib/aws-batch";
import * as ec2 from "aws-cdk-lib/aws-ec2";
import * as ecs from "aws—-cdk-lib/aws-ecs";
import { Size } from "aws—cdk-1lib";

const spotEnv = new batch.ManagedEc2EcsComputeEnvironment(this, "SimSpot", {
vpc,
spot: true,
allocationStrategy: batch.AllocationStrategy.SPOT_PRICE_CAPACITY_OPTIMIZED,
instanceClasses: [ec2.InstanceClass.G5, ec2.InstanceClass.G6, ec2.InstanceClass.G6E],
minvCpus: O,
maxvCpus: 4096,

});

// An On-Demand environment at order 2: jobs fall back to it when Spot has no capacity, and the
rollback below uses it.
const onDemandEnv = new batch.ManagedEc2EcsComputeEnvironment(this, "SimOnDemand", {
vpc,
spot: false,
instanceClasses: [ec2.InstanceClass.G5, ec2.InstanceClass.G6, ec2.InstanceClass.G6E],
minvCpus: 0,
maxvCpus: 1024,
});

const queue = new batch.JobQueue(this, "SimQueue", { priority: 10 });
queue.addComputeEnvironment(spotEnv, 1);
queue.addComputeEnvironment (onDemandEnv, 2);

new batch.EcsJobDefinition(this, "SimEpisode", {
retryAttempts: 5,
retryStrategies: [
batch.RetryStrategy.of(batch.Action.RETRY, batch.Reason.SPOT_INSTANCE_RECLAIMED),
batch.RetryStrategy.of (batch.Action.EXIT, batch.Reason.CANNOT_PULL_CONTAINER),
// Last: anything else is an application failure. Without this entry Batch retries it up to
retryAttempts times on GPUs.
batch.RetryStrategy.of(batch.Action.EXIT, batch.Reason.custom({ onReason: "x" })),
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]I
container: new batch.EcsEc2ContainerDefinition(this, "SimContainer", {
image: ecs.ContainerImage.fromRegistry("<account-id>.dkr.ecr.us-east-1.amazonaws.com/sim-
runner:<tag>"),
cpu: 8,
memory: Size.gibibytes(32),
gpu: 1,
1),
5D

Theretrylistisreadin order, and a failure that matches no entry is retried like areclaim, so the last
entry ends every failure thatis not a Spot reclaim. Episodes must write their state to S3 at
checkpoints so aretry resumes and does not restart; that is the one code change, and Hiro
Tanaka’'s team ownsit. For the Clrunners, a Karpenter NodePool on Spot and the GitHub Actions
runner scale set give ephemeral runners that exist for one job:

YAML

apiVersion: karpenter.sh/vl
kind: NodePool
metadata:
name: ci-runners-spot
spec:
template:
spec:
nodeClassRef:
group: karpenter.k8s.aws
kind: EC2NodeClass
name: default
taints:
- key: sf-ci
value: "true"
effect: NoSchedule
requirements:
— key: karpenter.sh/capacity-type
operator: In
values: ["spot"]
- key: karpenter.k8s.aws/instance-family
operator: In
values: ["c7g", "m7g", "c7i", "m7i"]
- key: kubernetes.io/arch
operator: In
values: ["arm64", "amd64"]
expireAfter: 8h
disruption:
consolidationPolicy: WhenEmpty
consolidateAfter: 1m
limits:
cpu: "1500"
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One scale set must not span both architectures, because ajob lands onwhicheverrunneris free
and a build for one architecture canrun onthe other. So there are two scale sets, sf-ci-arm64 and
sf-ci-amd64, and each workflow chooses with runs—on:. Both use the NodePool above; each pins
its pods to one architecture:

YAML

# values.yaml for the gha-runner-scale-set Helm chart (the amd64 set is the same with amd64 in
both places)
githubConfigUrl: https://github.com/<organization>
githubConfigSecret: github-runner-app
runnerScaleSetName: sf-ci-arm64
minRunners: 0
maxRunners: 400
template:
spec:
nodeSelector:
kubernetes.io/arch: armé64
tolerations:
- key: sf-ci
operator: Equal
value: "true"
effect: NoSchedule
containers:
— name: runner
image: ghcr.io/actions/actions—-runner:latest
command: ["/home/runner/run.sh"]

Areclaimedrunnerfailsits job, and GitHub Actions canretry the failedjob (gh run rerun ——
failed), soareclaimednodeisaretry, notan outage. Keep a small On-Demand pool forjobs that
cannot beinterrupted, such as release signing. Roll back by sending the queue to On-Demand
capacity: put the SimOnDemand environment at order1(or remove the Spot environment from the
queue) and deploy. A Spot allocation strategy cannotbe combined with spot: false, whichis
why the On-Demand environment is a second environment and not a switch on the first. For the
runners, remove the capacity-type: spotrequirementfromthe NodePool, oraddon-demandtoits
values.

Services priced by storage, throughput, or /O

Three services bill for how they are provisioned more than forhow much they hold, and each has a
cheaper setting that the usage already supports.
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AWS Backup: split the vault by what each resource type can do

The backup vault keeps every recovery point warm (2 findings, $84,988 a year). Today: 371 TB EBS,
186 TBRDS, 61 TB EFS, allwarm. Avault holds several resource types and they cannot all go cold,
so the vaultis split by what each type allows, and 45% of EBS and 62% of EFS recovery points are
monthly copies olderthan 90 days:

« EBS recovery points olderthan 90 days that are monthly copies move to the snapshot
archive tier. The archive tier bills the full size of the snapshot, not the increment, and hasa 90-
day minimum. That is why only monthly copies move: a daily incremental is small while warm
andlargein the archive.

o EFSrecovery points move to cold storage after 90 days, and are keptinit foratleast 90
days.

+ RDS and Aurorarecovery points stay warm. They cannot move to cold storage, and the plan
leaves them alone.

167 TB of monthly EBS points to the snapshot archive tier (billed at full size, 90-day minimum); 38
TB of EFS backups to cold storage; RDS and Aurora stay warm (they cannot move). A backup
plan’srules cannot be limited to one resource type: every rule applies to every resource the plan
selects. So the change is one edit to the plan’s existing monthly rule, with every otherrule left
exactly asitis, and not a second monthly rule (that would make a second set of monthly copies
and a new bill). update-backup—planreplaces the whole rule set, whichis why the planis fetched
first and only the monthly rule’s lifecycle is changed in the saved copy. With the opt-in, EBS
recovery points move to the snapshot archive tierand EFS recovery points move to cold storage.
Backup ignores the cold-storage setting for RDS and Aurora recovery points, so they stay warm.
Inplatform-landing-zone, the Lifecycle object of the monthly rule becomes:

JSON

{
"MoveToColdStorageAfterDays": 90,
"DeleteAfterDays": <retention-days>,
"OptInToArchiveForSupportedResources": true

i

BASH

aws backup get-backup—plan —-backup-plan-id <plan-id> > backup-plan-full.json || exit 1

# The saved copy in the shape update-backup-plan accepts: rule IDs are output only.

jq '.BackupPlan | del(.Rules[].RuleId)"' backup—plan-full.json > backup—plan-before.json

# Change only the monthly rule's lifecycle; every other rule is copied unchanged.

jg '(.Rules[] | select(.RuleName == "<monthly-rule-name>") | .Lifecycle) +=

{MoveToColdStorageAfterDays: 90, OptInToArchiveForSupportedResources: true}' \
backup—-plan-before.json > backup-plan-after.json

aws backup update-backup-plan —-backup-plan-id <plan-id> —-backup-plan file://backup-plan-

after.json
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Alifecycle change onarule applies to the recovery points made afterit. The monthly copies that
already exist move one at a time, from the vault listing, with the same lifecycle:

BASH

aws backup list-recovery-points—-by-backup-vault —--backup-vault-name <vault-name> \
——query 'RecoveryPoints[?ResourceType=="EBS' || ResourceType=="EFS"].

[RecoveryPointArn,ResourceType,CreationDate,Lifecycle]l' —-output table

aws backup update-recovery-point-lifecycle —--backup-vault-name <vault-name> —-recovery-point—
arn <recovery-point-arn> \

——Llifecycle MoveToColdStorageAfterDays=90,DeleteAfterDays=<retention-
days>,0ptInToArchiveForSupportedResources=true

DeleteAfterDays mustbe atleast 90 days afterMoveToColdStorageAfterDays; the retentionis the
one the plan already has, which this change does not shorten. Run the second command only for
the monthly copies older than 90 days that the register lists. Verify in the vault listing: points older
than 90 days show the cold or archive lifecycle, and the storage lines of the next month’s Cost
and Usage Report move from warm backup storage to the cold lines. Roll back for future points
by applying the saved plan: update-backup-plan —-backup—plan file://backup-plan-
before.json. Arecovery point that has already moved to cold storage can still be restored, with a
longerrestore time and aretrieval charge, so restore one of each type before the change tolearn
how longit takes.

Aurora storage: I/O-Optimized where /O is a quarter of the bill

8 Aurora clusters pay more for I/O requests than the I/O-Optimized configuration would cost
($93,397 ayear). Aurora Standard bills each I/O request on top of storage and instance hours. 1/0-
Optimized bills no I/O charges, at a higher price forinstances and storage. AWS puts the break-
even at 1/O charges of about 25% of a cluster’s Aurora spend, so pick clusters from the Cost and
Usage Report (the I/O usage lines against the cluster’s total) and not from the instance size. The
changeisinplace:

BASH

aws rds modify-db-cluster ——db-cluster-identifier <cluster-id> --storage-type aurora-ioptl \
——apply-immediately --region <region>

aws rds describe-db-clusters —--db-cluster—identifier <cluster—-id> \
——query 'DBClusters[0].[StorageType,Status]' —--region <region>

In fleet-infrathe same settingis one property on the cluster construct, storageType:
rds.DBClusterStorageType.AURORA_IOPT1, sO the next deploy does notundoit. Make the changein
amaintenance window. Verify that the I/O lines of the Cost and Usage Report fall to zero for the
clusterand the instance and storage linesrise by less than the I/O lines fell. Roll back with —
storage—type aurora, which AWS allows at any time;itis the move to I/O-Optimized thatis limited,
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to once every 30 days, so check the cluster’s /O share for a full month before switching alarge
cluster. Oninstance classes withlocal NVMe storage the change restarts the engine, so schedule
those in a maintenance window; on other classes it causes no downtime.

FSx for Lustre: lower the throughput tier to what training reads

One file system, crucible-training-prod, is provisioned for far more read throughput than
training uses ($311,980 a year, rated Mediumrrisk). Itis 420 TB at 250 MB/s per TiB; peak read
throughput 96 MB/s per TiB over 30 days, including checkpoint restores. The change is 125 MB/s
perTiB (update the file systemin place). Persistent 2 file systems change throughputin place;
schedule it between training runs, and the rating reflects it: a training job that reads faster than the
new tier slows down, and does not fail.

BASH

aws fsx update-file-system ——file-system-id <fs-id> \
——Llustre-configuration PerUnitStorageThroughput=125 --region <region>

aws fsx describe-file-systems —-file-system-ids <fs-id> —-region <region> \
——query 'FileSystems[0].[Lifecycle,LustreConfiguration.PerUnitStorageThroughput]'

Incrucible-infraitisthe construct’s perUnitStorageThroughput, setinthe same pullrequest. Do
the change between training runs, and not during a checkpoint restore. Verify with the file
system’s DataReadBytes metric over the next two training runs: sustained throughput perTiB
below the new tier means the change fits. Roll back by setting the tier back with the same
command; AWS limits how often a file system can be updated, so confirm the interval before the
change and keep the first window long.

Version upgrades that stop an Extended Support charge

Three kinds of resource are billed extra for running old versions, and each has a date after which
AWS acts foryou.

Amazon EKS

15 clusters run Kubernetes versions in extended support ($61,101 a year, $0.60 per cluster-hour
against $0.10 in standard support). Versions 1.31,1.32, and 1.33 are in extended support. Version
1.31reaches the end of extended support on November 26,2026; version1.32 onMarch 23,2027;
version1.33 onJuly 29,2027. At the end, EKS upgrades the control plane to the oldest supported
version onits own schedule, with no advance notice, and an auto-upgraded cluster cannot be
rolled back. Node groups, add-ons, and self-managed nodes are not upgraded foryou, so each
step has two halves: the control plane, then the nodes and add-ons. Land on1.36, whichisin
standard support until August 2, 2027, one minor version at a time:;
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BASH

aws eks update-cluster—version —--name <cluster—name> —-kubernetes-version <next-version> —-—
region <region>

aws eks describe-update —--name <cluster—name> —-update-id <update-id> —--region <region>

aws eks update-addon —--cluster—name <cluster—-name> —--addon-name <addon> —--resolve-conflicts
PRESERVE —--region <region>

aws eks update-nodegroup-version ——cluster-name <cluster—-name> —-nodegroup—name <nodegroup> ——
region <region>

aws eks update-cluster—config ——name <cluster—name> ——upgrade-policy supportType=STANDARD ——
region <region>

Thelast command sets the cluster’'s upgrade policy to STANDARD, so that after thisupgradeitis
auto-upgraded at the end of standard supportinstead of entering paid extended support. For
the clusters on 1.31, which have the earliest deadline, do them first and do non-production before
production. A clusteron1.31needs five upgrades (1.32,1.33,1.34,1.35, then 1.36), so start it early
enough that all five finish before the deadline. Before each step, run kubectl get —-raw /metrics
fordeprecated-APlusage (apiserver_requested_deprecated_apis)and fixwhatit shows. Anin-
place upgrade canberolled back within 7 days; after that, rollbackis a new cluster. In fleet-infra,
crucible-infra,andenterprise-infra, the versionis one line of CDK, and EKS moves one minor
version atatime, so aclusteron1.33 gets three pullrequests (1.34, then1.35, then 1.36), each
merged only after the previous upgrade and its node and add-on steps have finished:

TYPESCRIPT

import * as eks from "aws-cdk-lib/aws-eks";

// In the existing eks.Cluster construct, change only the version; every other property stays
as it is.
const cluster = new eks.Cluster(this, "Cluster", {

version: eks.KubernetesVersion.of("1.34"), // was 1.33; the next pull requests set 1.35, then
1.36

kubectlLayer: props.kubectlLayer,

defaultCapacity: 0,
)3

Amazon RDS and Aurora

49 database instances run engine versions in paid Extended Support ($224,137 a year), billed per
vCPU-hour on every vCPU including Multi-AZ standbys: $0.10 inyearsTand 2 and $0.20 inyear 3
forRDS for MySQL and PostgreSQL and Aurora PostgreSQL; Aurora MySQL version 2 isinyear 2
andits year 3 price starts December1, 2026. The dates that bind:
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RDS and Aurora Extended Support dates. PostgreSQL 14 enters Extended Support on March 1, 2027, so it
is not a destination.

Engine Extended Supportyear 3 End of Extended
pricing Support

RDS for MySQL 5.7 Inyear 3 since March1,2026 June 30,2029

RDS for PostgreSQL 11, Aurora PostgreSQL Inyear 3 since April1,2026 March 31,2027

1

RDS for PostgreSQL 12, Aurora PostgreSQL March1,2027 February 29,2028

12

RDS for PostgreSQL 13, Aurora PostgreSQL March1,2028 February 28,2029

13

Aurora MySQL version 2 Decemberl,2026 June 30,2029

RDS forMySQL 8.0 August1,2028 July 31,2029

Upgrade with ablue/green deployment so that the old environment stays intact until you switch,
and switchover takes under a minute in most cases. Foran RDS instance:

BASH

aws rds create-blue-green-deployment —--blue-green-deployment—name <name> \
——source <source-db-arn> ——target-engine-version <target-engine-version> \
——target-db-parameter—-group—name <target-parameter—-group> --region <region>

aws rds describe-blue-green—-deployments ——-blue-green-deployment-identifier <deployment-id> ——

region <region>

aws rds switchover-blue-green-deployment —-blue-green-deployment-identifier <deployment-id> \
——switchover—timeout 300 --region <region>

Foran Aurora cluster, the source is the cluster ARN and a major version also needs the cluster
parameter group, ——target-db-cluster-parameter—-group—-name <target-cluster—-parameter-—
group>, next to the instance parameter group. List the versions a database can move to with aws
rds describe-db-engine-versions ——engine <engine> —--engine-version <current-version> —-—
query 'DBEngineVersions[].ValidUpgradeTarget[].EngineVersion', and make each majorversion
its own blue/green deployment.

Choose atarget thatis current: a major version of PostgreSQL later than 14 and Aurora MySQL
version 3 (MySQL 8.0 compatible, in standard support until April 30, 2028). RDS for MySQL 8.0
entered Extended Support on August 1,2026, so aMySQL 5.7 database does not stop at 8.0: it
goesto 8.0 firstand thenonto 8.4 as a second deployment, which follows the first once the
application hasrunon 8.0 clean. Confirm both steps with the valid-target commmand above
before the work is scheduled.
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There is no switch back after switchover. Before switchover, the blue environmentis untouched
and the way back s to delete the greenone (aws rds delete-blue-green-deployment —-blue-
green-deployment—identifier <deployment-id> ——delete-target). Once the switchover
completes, the old instances are renamed with an -o1d1 suffix and stop receiving writes, while the
application writes to the upgradedinstances. Going back then means repointing the application
atthe -oldlinstances, whichloses every write made since switchover, orrestoring the pre-
upgrade snapshot. So take a manual snapshot first, keep the -old1instances for the observation
window, and delete them only afterit. You can also opt a database out of Extended Support at
creationwith -—engine-lifecycle-support open-source-rds—-extended-support-disabled, buton
adatabase already past the end of standard support, disabling it triggers an automatic major
versionupgrade, soitis a decision to make deliberately.

ElastiCache for Redis OSS 5

Redis OSS 4 and 5 left standard support on January 31,2026, and AWS enrolled the clustersin
paid Extended Support the next day, at an 80% premiuminyears1and 2and 160% inyear 3 (for
cache.r7g.large, $0.175 anhour more inyears Tand 2 and $0.35 inyear 3). The upgrade to Valkey,
withits commands and itsrollback, isin the rightsizing plan (Valkey in place of Redis OSS); it
removes the premium and the Redis OSS price.

Smaller changes, with their commands

Public IPv4 addresses

Every public IPv4 address costs $0.005 an hour whetheritis attached or not, including the
addresses AWS creates forload balancers, NAT gateways, and EKS nodes. 88 addresses can be
removed ($3,585 a year) by putting instances behind aload balancer or NAT, by using IPv6 where
the client allows it, and by turning off auto-assigned public IPs on private subnets. To find the
addresses:

BASH

aws ec2 describe-network-interfaces —-region <region> \
——query 'NetworkInterfaces[?Association.PublicIp!="null'].
[NetworkInterfaceld,Description,Association.PublicIp]' —--output table

SQL Server: Enterprise to Standard

6 RDS for SQL Serverinstances run Enterprise edition ($182,814 a year if they move to Standard).
RDS cannot change editionin place, so the move is a new instance and a native backup and
restore. Before any of it, check that the databases use no Enterprise-only feature, and that they fit
Standard’s limits of 24 cores and 128 GB for the buffer pool:
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SQL
SELECT feature_name FROM sys.dm_db_persisted_sku_features;

An empty result means no persisted Enterprise feature. Then create the Standard instance, add
the SQLSERVER_BACKUP_RESTORE option to the option groups of both the Enterprise instance (to
take the backup) and the Standard instance (to restore it), and move each database:

SQL

exec msdb.dbo.rds_backup_database @source_db_name="'<database>",
@s3_arn_to_backup_to="arn:aws:s3:::<backup-bucket>/<database>.bak",
@overwrite_S3_backup_file=1;

exec msdb.dbo.rds_restore_database @restore_db_name="'<database>',
@s3_arn_to_restore_from='arn:aws:s3:::<backup-bucket>/<database>.bak';

Cutover by changing the application’s connection string. Roll back by pointing it back at the
Enterprise instance, which stays until the Standard one has run foramonth. The effortis L and the
risk Medium for areason: the licensing change is only as good as the feature check.

EBS gp2to gp3, ECRlifecycle, DynamoDB, and instance schedules

« EBSgp2andioltogp3 (2,362 volumes, $138,492 ayear). gp3is $0.08 per GB-month against
$0.10 forgp2, includes 3,000 IOPS and 125 MiB/s at any size, and can be changedin place on
arunningvolume: aws ec2 modify-volume --volume-id <volume-id> —-volume-type gp3 —-
iops <iops> ——throughput <mibps>. Set|OPSto atleastthe volume’s gp2baseline (310PS
per GiB, up to16,000) and throughput to 250 MiB/s on a volume over 334 GiB (a gp2 volume
that size delivers up to 250 MiB/s, and a gp3 volume defaults to 125), on any volume whose
peak was above 3,000 IOPS, and on every convertediol volume, so nothing gets slower; the
register’s proposed setting for each volume carries the numbers, and the saving is priced with
them. Write down the old IOPS, size, and type for each volume before the call, because the
call overwrites them. Avolume can be modified once every six hours; roll back by modifying it
back to gp2 after the wait. The io2 volume that holds the SAP HANA disaster-recovery copy
keeps its provisioned |IOPS: the failover time is the reason for them, sono change toitisinthe
register.

« ECRIlifecycle policies (2 registries, $408,108 ayear): 72% of image bytes are untagged builds
olderthan 30 days. Preview before you apply (aws ecr start-lifecycle-policy-preview ——
repository-name <repository> ——lifecycle-policy-text file://policy.json),thenaws ecr
put-lifecycle-policy:
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JSON
{

"rules": [
{
"rulePriority": 1,
"description": "Release images are never expired by the rules below",
"selection": { "tagStatus": '"tagged", "tagPatternList": ["vx"], "countType":
"imageCountMoreThan", "countNumber": 9999 },

"action": { "type": "expire" }
}l
{
"rulePriority": 2,
"description": "Keep the 30 most recent untagged images",
"selection": { "tagStatus": "untagged", "countType": "imageCountMoreThan", "countNumber":
30 },
"action": { "type": "expire" }
}l
{
"rulePriority": 3,
"description": "Expire pull-request images after 30 days",
"selection": { "tagStatus": "tagged", "tagPatternList": ["pr—x"], "countType":
"sinceImagePushed", "countUnit": "days", "countNumber": 30 },
"action": { "type": "expire" }
}l
{
"rulePriority": 4,
"description": "Expire build images after 30 days",
"selection": { "tagStatus": '"tagged", "tagPatternList": ["build-x"], "countType":
"sinceImagePushed", "countUnit": "days", "countNumber": 30 },
"action": { "type": "expire" }
b

ECRhasno "keep" action, sorelease images are protected by rule order. Priority 1 matches every
image tagged vk and only expires one when arepository holds more than 9,999 of them, whichin
practice never happens, and animage that a higher-priority rule has matchedis not expired by a
lower one. Use StrataForge’s real release-tag patternin place of vx. Arule’s tagPatternList
selects animage only if the image matches all of its patterns, so each pattern hasits ownrule; one
rule listing both pr—x and build-* would match nothing, and the Climages would never expire. An
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expiry removes the image and every tag onit, which is why release images get the first rule. Build
the Climage tags as build-<git-sha>(and pr-<number>), so the patterns match what the workflow
pushes.

« DynamoDB to on-demand (38 tables, $143,768 a year), for tables using under 20% of their
provisioned capacity: aws dynamodb update-table --table-name <table> —-billing-mode
PAY_PER_REQUEST. On-demand costs $0.625 per million writes and $0.125 per million reads;
AWS allows four switches from provisioned to on-demand in any rolling 24 hours, and a switch
back to provisioned at any time. Read and global secondary index autoscaling targets fora
switched table are deregistered at the same time, so they stop adjusting capacity that no
longer exists.

« Schedules (415 instance and node-group schedules and 70 databases, $1,962,882 a year):
non-production capacity withno use outside 7a.m. to 7 p.m. local time on weekdays runs 260
hours a month and not 730. Standalone instances and databases take atag
(Schedule=office-hours)andthe AWS Instance Scheduler solution starts and stops them.
Instances in an EKS node group are scheduled by the node group, not by the node: the
group replaces any node you stop, so a schedule sets the group’s size to zero and back
instead. The performance-test node groupsin fleet-perf scale to zero outside their test
windows and run 100 hours amonth. A stoppedinstance keepsits volumes, so a schedule is
the safest changein the report: starting aninstance restores it exactly. To take aresource off
its schedule, startit first and remove the Schedule tag afterward: a stopped instance whose
tagisremovedis nolonger started by the schedule and stays stopped.

BASH

aws autoscaling put-scheduled-update-group—-action ——auto-scaling—group—-name <node—-group—-asg> \
——scheduled-action-name sf-scale-down ——recurrence "@ 19 x * 1-5" ——time-zone "America/

Chicago" \

—-min-size @ --desired-capacity @ —-region <region>
aws autoscaling put-scheduled-update-group—-action —--auto-scaling—-group—-name <node—-group—-asg> \
—-scheduled-action-name sf-scale-up —--recurrence "0 7 * x 1-5" ——time-zone "America/Chicago"
\
—-min-size <min-size> —-desired-capacity <desired-size> —-region <region>
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In fleet-infrathe same two actions go onthe node group’s Auto Scaling group in CDK, so a
redeploy does not remove them. Roll back by deleting both scheduled actions and setting the
node group’s size back with aws eks update-nodegroup-config.

« loT Core (Basic Ingest and device shadows, $611,827 a year together, priced Region by
Region: 4 Basic Ingest findings and 4 shadow findings, one per Region that carries the traffic):
telemetry published to $aws/rules/<rule-name>/<topic> skips the messaging charge (therule
andits actions are still billed), and shadows that update on change with a 15-minute heartbeat
avoid the updates that carry no change (86% of shadow updates carry no change). Both need
robot firmware 7.4, which ships through the OTA channelin November, so both sitinthe
backlog andnotinawave. The 3,412 ForgeArm gen-2 robots on firmware 3.x keep standard
topics until their own update, so Basic Ingest changes nothing for those robots, and the
savingin theregister already leaves them out.

Deliverable 6: the savings roadmap

Theroadmap is every opportunity in this report, ranked by annual savings, with its effort, risk,
owner, and wave. 13,020 opportunities are worth $23.5 million a year (a planning range of $17.2
million to $21.6 million, and $13.7 million realizable in contract year 3 until the private pricing
commitment is renegotiated), and one-time costs total $128,812. Itis a CSV with one row per
opportunity (docs/samples/strataforge/data/cost/savings—roadmap.csv) that StrataForge can
sort, filter, and work through without us. This section summarizesiit.

The waves

Changes are grouped into waves so that each lands in the right order and under the right approval.
The Analysis ends at the readout; the waves are what the Optimization’s weeks 3 to 5 carry out,
and the backlogis what StrataForge’s own team does afterward.
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The four waves and what each carries.

Wave Dates What lands Opportunities Peryear
Week3 Weekof Waste removed, schedules, S3 lifecycle and 9,955 $9,683,651
September?7, Intelligent-Tiering, ECR and logretention,
2026 backup tiers
Week4 Weekof Rightsizing and Graviton, databases and 2,094 $6,818,903
Septemberl14, caches,Kinesis shards, the Database and
2026 SageMaker Savings Plans, and the queued
Compute plan
Week5 Weekof Endpoints, Kafka and service routing, 473  $4,416,439
September?21, telemetry and metrics, logging scope, the FSx
2026 tier,upgrades
Backlog After October2, Changesthatwaitonadateorarelease 498 $2,601,218
2026

The backlogis $2.6 million that cannot land inside six weeks, mainly for two reasons that are in the
register. EMR hosts on r5.8x1arge move to Graviton after the reservation on them ends on
November 30, because moving earlier would strand a reservation that is still paid for; and the loT
Core changes needrobot firmware 7.4, which ships through the OTA channelin November. The
Basic Ingestlineis worthless than the whole fleet: the 3,412 ForgeArm gen-2 robots on firmware
3.xkeep standard topics until theirown update, and those robotsreach 4.2 only ineach
customer’s own maintenance window. A backlogitem has a start date inthe registerand an
owner, anditis still countedin the roadmap.

By kind

Every kind of opportunity, ranked by annual savings.

Kind Opportunities Per month Peryear One-time
cost

S3lifecycle and storage classes 145  $190,055 $2,280,657 $87,182

Rightsize and move to Graviton 579 $183,124  $2,197,489 $0

Commitments resized at renewal 1 $175,000 $2,100,001 $0

Instances off nights and weekends 415 $130,628  $1,567,541 $0

Simulation on Spot through AWS Batch 334 $118,544  $1,422,523 $0

S3Intelligent-Tiering 161 $1M,837  $1,342,048 $28,433
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Kind Opportunities Permonth Peryear One-time
cost
Move to Graviton, same size 867 $74,874 $898,490 $0
Robot telemetry to S3 through Firehose 96 $68,167 $818,009 $0
Per-robot metrics to site metrics 4 $67,895 $814,735 $0
Rightsize (same family) 340 $58,384  $700,605 $0
Idle instances 146 $57,296 $687,554 $1,868
Ephemeral Cl runners on Spot 143 $55,162 $661,942 $0
VPC endpoints instead of NAT 53 $52,872 $634,466 $0
CloudTrail data events scoped 1 $49,952 $599,428 $0
Unattached volumes 1,428 $46,511 $558,133 $10,472
Orphaned snapshot chains 1,433 $41,979 $503,752 $0
Idle SageMaker notebooks and Studio 49 $41,237 $494,839 $0
apps
loT Basic Ingest for telemetry 4 $41,153 $493,835 $0
Unused p5 capacity reservation 1 $37,367  $448,400 $0
ECRifecycle policies 2 $34,009  $408,08 $0
Databases off nights and weekends 70 $32,945 $395,341 $0
FSx for Lustre throughput tier 1 $25,998 $311,980 $0
Unused AMiIs and their snapshots 2,727 $21,483 $257,790 $0
Database engines out of Extended 49 $18,678 $224137 $0
Support
Database Savings Plan 1 $17,991 $215,890 $0
ElastiCache: Valkey on Graviton 22 $17,828 $213,937 $0
Kafka consumers read in their own AZ 6 $16,762 $201,148 $0
SQL Server Enterprise to Standard 6 $15,235 $182,814 $0
Unused Redshift cluster 1 $13,035 $156,419 $0
CloudWatch log retention 692 $12,395 $148,740 $0
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Kind Opportunities Permonth Peryear One-time

cost
DynamoDB to on-demand 38 $11,981 $143,768 $0
EBS gp2andioltogp3 2,362 $11,541 $138,492 $0
SageMaker Savings Plan 1 $1,164 $133,969 $0
Lambda on Arm 272 $10,562 $126,742 $0
Device shadows on change 4 $9,833 $117,992 $0
Kinesis shards sized to peak 32 $8,821 $105,858 $0
AWS Config recording scoped 2 $8,788 $105,462 $0
Aurora l/O-Optimized 8 $7,783 $93,397 $0
Databases: rightsize and Graviton 74 $7,391 $88,686 $0
AWS Backup cold storage 2 $7,082 $84,988 $0
Idle non-production databases 14 $6,192 $74,307 $624
Allupdate downloads through CloudFront 4 $5,308 $63,697 $0
Kubernetes out of extended support 15 $5,092 $61,101 $0
Debug logs to Infrequent Access 45 $4,789 $57,474 $0
OpenSearch: Graviton and gp3 4 $3,517 $42,204 $0
Service calls stay in their AZ 1 $2,883 $34,596 $0
WorkSpaces billed by the hour 1 $2,854 $34,247 $0
MSK brokers on Graviton 6 $1,754 $21,043 $0
Kinesis streams with no traffic 3 $1,528 $18,330 $0
Long-stopped instances 48 $955 $11,456 $234
Idle load balancers 44 $689 $8,273 $0
Unassociated Elastic IPs 166 $563 $6,762 $0
Public IPv4 addresses removed 88 $299 $3,585 $0
Move to the current generation 9 $252 $3,027 $0
Total 13,020 $1,960,018 $23,520,211 $128,812
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The 30 largest opportunities

The 30 opportunities with the largest annual savings. Effort Sis a day orless and Mis a few days; risk is Low, Medium, or High.

RankID Opportunity Where Owner Repository Wave Effort Risk One-time Peryear
1C-0002 Resize the commitments as they renew sf-management Elena platform-landing- Week4 S High $0 $2,100,001
Vasquez zone
2A-0161 Scope CloudTrail data events with sf-management Elena platform-landing- Week5 S Low $0  $599,428
advanced event selectors Vasquez zone
3W-6059 Reduce the On-Demand Capacity crucible-training- Hiro crucible-infra Week3 S Medium $0  $448,400
Reservation to what training uses prod Tanaka
4A-0157  Stop publishing one CloudWatch metric per  fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $413,688
robot Okafor
5T-3444  AddECR lifecycle policies sf-cicd Elena platform-landing- Week3 S Low $0  $339,005
Vasquez zone
6A-0170  Lowerthe FSx for Lustre throughput tier to crucible-training- Hiro crucible-infra Week5 S Medium $0 $311,980
what training reads prod Tanaka
7A-0162  Publishtelemetry throughloT Basic Ingest fleet-ingest-prod Sam fleet-infra Backlog L Medium $0 $273,124
Okafor
8A-0158  Stop publishing one CloudWatch metric per fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $216,619
robot Okafor
9C-0001 BuyaDatabase Savings Plan after the sf-management Elena platform-landing- Week4 S Medium $0 $215,890
Graviton moves Vasquez zone
10W-6060 Snapshotand delete the unused dc2 corp-data- Lucas enterprise-infra Week3 S Low $0 $156,419
Redshift cluster warehouse Ferreira
11C-0003 Buy a SageMaker Savings Planforthe sf-management Elena platform-landing- Week4 S Medium $0 $133,969
always-on endpoints Vasquez zone
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RankID Opportunity Where Owner Repository Wave Effort Risk One-time Peryear
12A-0164  Publish telemetry through loT Basic Ingest fleet-ingest-prod Sam fleet-infra Backlog L Medium $0 $122,249
Okafor
13A-0054 Letconsumersread fromthereplicaintheir  fleet-ingest-prod Sam fleet-infra Week5 S Low $0 $120,394

own Availability Zone Okafor
14A-0159  Stop publishing one CloudWatch metric per  fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $108,644
robot Okafor
15T-2565  Lifecycle policy (sf-sensor-log-lake- crucible-data Hiro crucible-infra Week3 S Low $35  $103,784
sensor-10gs—-7065-us—east-1-043) Tanaka
16A-0075  Writerobot telemetry to S3 through fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $99,938
Firehose, not to CloudWatch Logs Okafor
17T-2576 ~ Move to S3 Intelligent-Tiering crucible-data Hiro crucible-infra Week3 S Medium $13 $94,792
Tanaka
18T-2638  Lifecycle policy (sf-labeled-datasets— kestrel-data Jonah (not in code) Week3 S Low $19,975 $85,053
image-datasets-9098-eu-west-1-003) Reyes
19T-2520  Lifecycle policy (sf-checkpoints-model- crucible-training- Hiro crucible-infra Week3 S Medium $1 $83,277
checkpoints-7042-us-east-1-004) prod Tanaka
20T-2515  Lifecycle policy (sf-episode-results-sim-  crucible-sim-prod  Hiro crucible-infra Week3 S Medium $0 $81,685
results-7019-us—east-1-009) Tanaka
21A-0160  Stop publishing one CloudWatch metric per fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $75,784
robot Okafor
22A-0081 Write robot telemetry to S3 through fleet-ingest-prod Sam fleet-infra Week5 M Medium $0 $74,188
Firehose, not to CloudWatch Logs Okafor
23S-0410  Scale the node group to zero outside fleet-perf Sam fleet-infra Week3 S Low $0 $73,435
performance-test windows Okafor
24T-2617  Lifecycle policy (sf-hana-backups- erp-sap-prod Ana enterprise-infra Week3 S Medium $300 $73,430
backups-8016-us—-east-1-001) Kowalski
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RankID Opportunity Where Owner Repository Wave Effort Risk One-time Per year
25T-2369  Lifecycle policy (sf-log-archive-vpc-flow-  sf-log-archive Nadia platform-landing- Week3 S Medium $6,234 $72,549
logs-2291-us-east-1-002) Petrova zone

26T-3447  AdJdECRIifecycle policies crucible-models Hiro crucible-infra Week3 S Low $0 $69,103
Tanaka

27A-0094 Writerobottelemetry to S3 through fleet-ingest-prod Sam fleet-infra Backlog M Medium $0 $68,005
Firehose, not to CloudWatch Logs Okafor

28A-0163  Update device shadows on change, not fleet-ingest-prod Sam fleet-infra Backlog M Low $0 $67,988
every minute Okafor

29T-2469  Lifecycle policy (sf-telemetry-lake-eu- fleet-eu-prod Sam fleet-infra Week3 S Medium $3,205 $67,303
telemetry-replica-5160-eu-west-1-009) Okafor

30S-0408 Scale the node group to zero outside fleet-perf Sam fleet-infra Week3 S Low $0 $66,551
performance-test windows Okafor
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These 30 are 29% of the total. The roadmap is along tail on purpose: 13,020 opportunities,
because most of the savings come from doing the same simple thing across thousands of
resources.

Effort, risk, and owners

Every opportunity has anamed owner, and the owner decides. The register’'s owner columnis the
person who signs off; the repository column is where the pull request goes. By owner, inthe top
30:

Owners of the largest opportunities.

Owner Opportunities in the top 30 Annual savings in the top 30
Elena Vasquez 5 $3,388,294
Sam Okafor 14 $1,847,910
Hiro Tanaka 7 $1,193,021
Lucas Ferreira 1 $156,419
Jonah Reyes 1 $85,053
Ana Kowalski 1 $73,430
Nadia Petrova 1 $72,549

Most opportunities are rated Low risk and effort S or M. The Medium ones are mostly those that
touch production data paths or are hard to reverse: the p5 capacity reservation, the hub’s S3 and
DynamoDB endpoints (the firewall used to inspect that traffic), the telemetry move to Firehose,
the removal of per-robot metrics, the FSx throughput tier, simulation on Spot, the Kubernetes and
database version upgrades, SQL Server editions, service routing, the loT changes, S3 Intelligent-
Tiering and the replicationinto Deep Archive, S3 lifecycle lines that expire objects ornoncurrent
versions, the Database and SageMaker Savings Plans, and rightsizing in production. Oneisrated
High: the three-year Compute Savings Plan (C-0002), a $19.4 million commitment that AWS does
not take back. Each Medium that can be reversed has arollbackinits runbook thatis rehearsed
before the change. The ones that cannot be reversed, the commitments and the expirations, get
asecond approval and a datedrecord instead; a queued Savings Plan can be deleted until it
starts, and not after.

One-time costs and payback

Most changes cost nothing but an engineer’s time. One-time costs are charges AWS makes to do
the change: lifecycle transition requests, and archive snapshots taken before a deletion.
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One-time costs and the months of savings that repay them.

Kind One-time cost Monthly savings Payback
S3lifecycle and storage classes $87,182 $190,055 0.5months
S3Intelligent-Tiering $28,433 $111,837 0.3 months
Idle instances $1,868 $57,296 0.0 months
Unattached volumes $10,472 $46,51 0.2months
Idle non-production databases $624 $6,192 0.1months
Long-stopped instances $234 $955 0.2 months
All opportunities $128,812 $1,960,018 0.07 months

The longest paybackisinthe S3lifecycle line, and it varies by bucket: a bucket of many small
objects cantake most of ayeartorepay its transition requests, which is the arithmeticin The

object-size rules. Eachlifecycle rowin the register carries its own payback, and ourrule is to skip
any bucket whose paybackislonger than twelve months until its objects are compacted.

The order that matters

Four dependencies set the sequence, and eachis areason the roadmap cannotberuninany

order:

1. Waste first. It needs no design and it shrinks the base that everything afteris sized on.

2. Rightsizing and schedules before commitments. The Compute Savings Planis sized to the
estate afterthe roadmap, so the changes that move it (rightsizing, Graviton moves,
schedules, Spot) must be at least decided beforeiitis queued.

3. The Database Savings Plan after the Graviton databases, and the SageMaker plan after the
idle endpoints go. The Database plan covers generation 7 usage only, so buying it before the
databases move buys coverage forinstances that are about to go. The first planis $25 an
hour, and a second plan of $81an hour brings the total to $106 when the Aurora reservations
end, because a Savings Plan cannot be changed onceitis bought. The SageMaker planis

sized to the endpoints that remain.

4. Private pricing renegotiation before the savings land, because itis easierto ask fora
different shape while the spendis still high, and because until it is done $10.1 million of the

year-3reduction comes back as a true-up in contract year 3.
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The guarantee

Where this stands against the guarantee

The Optimization’s second invoice isissued only if the savings in place at the end of week
six, measured on StrataForge’s Cost and Usage Report and annualized, are at least three
times the $35,000 fee: $105,000 a year. This roadmap identifies $23.5 million, and even
the low end of the planning range, $17.2 million, is 164 times the gate, so the week-two exit
does not apply: the engagement continues into week 3.

That multiple is an estimate and not a measurement. What counts at week sixis what isin
place and visible on the bill, measured on the Cost and Usage Report. Achange thatis
declined, or thatis approved and later declined, is not in place and counts for nothing.

Appendix A: the registers

Three CSV files carry the full detail behind this report. They sit underdocs/samples/strataforge/
data/cost/,and therepositoryis the system of record.

The three registers and their row counts.

File RowsContents

waste-register.csv 6,060Every waste finding (Deliverable 2)

rightsizing- 2,205Every compute, database, cache, search, broker, and Lambda change
plan.csv (Deliverable 3)

savings-roadmap.csv 13,020Every opportunity in every category, ranked (Deliverable 6)

Theregister columns. From week 3, the same files gain status columns as each change lands.

Column Meaning

id Stable identifier: W for waste, R forrightsizing, Afor architecture, T for storage, S
for schedules, C forcommitments

category, kind The category and the kind of change

account, account_id, Wheretheresourceis;account|Ds are masked
region

resource, team Theresource ID and its Team tag, or "(untagged)"
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Column Meaning

title, current, The change, what exists now, and what it becomes

proposed

evidence The measurement behind the finding

monthly_list, Monthly savings at list prices and net of the 7% private pricing discount

monthly_net

annual_net, one_time Annualnetsavingsandthe one-time cost

effort, risk, wave S, M, orL; Low, Medium, or High; and the wave
owner, repo The person who signs off and the repository that makes the change, or "(notin
code)"

count, notes, starts  Resources covered, caveats, and a start date for backlogitems

Appendix B: assumptions

» Estimates, not measurements. Every saving here is an estimate from usage and list prices.
Week 6 replacesit witha measurement, change by change.

« The planning range is an assumption. The realization rates by tier (90% to 100% for hygiene,
60% to 85% forengineering, 30% to 70% for decisions and dependencies, 85% to 100% for
commitments) are our planning assumptions, not measurements, and they give the range of
$17.2 million to $21.6 million.

« The private pricing floor is read from a summary. \We have not read the contract. Realizable
savings assume the commitment counts spend net of the private pricing discount, Savings
Plans and reservation fees included, that a shortfallis billed as a true-up, and that contract
year 3 runs on the projected bill ($31.9 million at today’s usage); each assumption is open until
RaviMenon’s team confirmsiit.

« The commitment simulation covers part of the estate. Sized on Linux EC2, Aurora, RDS,
ElastiCache for Valkey, OpenSearch, and SageMaker endpoints only. Windows, RHEL, and
SUSEEC2, Lambda, and Fargate (Compute Savings Plans) and DynamoDB (Database Savings
Plans) are eligible too and were left out, so the plans can only be smaller than the knee, never
larger: extend them at the March 2027 tranche.

« Steady state. Savings are monthly figures at the August run-rate. They neither add the
baseline’s growth norassume it stops.
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« Net of the private pricing discount. The 7% discount applies to eligible usage after Savings
Plans andreservations; we applied it to every opportunity uniformly. Usage that turns out not
to be eligible would make a saving slightly smaller than shown, and the week 6 measurement
correctsit.

« Support follows the bill. Enterprise Support falls as the bill falls, by $58,812 a month at full
roadmap. Itis not counted as a saving of any opportunity, butis shownin the reconciliation.

« The coverage effectis the measured difference between the sum of the parts and the re-
priced whole ($377 a month); it is not a balancing figure.

« No new commitments counted before they are bought. The commitment lines assume the
recommendations are approved and purchased on the dates in the calendar.

o Out of scope: the separate AWS GovCloud (US) organization, and any change that needs a
robot firmware release other than the two named in the backlog.

Appendix C: price provenance

Every price used by the model and quoted in thisreport comes from an AWS source, and eachis
dated.
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The price sources behind the model.

Price Source Retrieved
On-Demand prices for EC2, EBS, S3, RDS, AWS Price List API, get-products, October
ElastiCache, OpenSearch, MSK, Kinesis, Firehose, us-east-1endpoint, On-Demand 13,2026
DynamoDB, Lambda, EKS, load balancers, terms

networking, CloudFront, CloudWatch, SageMaker,
FSx for Lustre, loT Core, Redshift, and security

services

Savings Plans effective rates AWS Savings Plans API, describe- October
savings—plans-offering-rates 13,2026
(Compute and EC2 Instance, Linux,
shared tenancy, 1and 3 years)

Reserved Instance effective rates AWS Price List API, Reserved terms  October
(standard class, all payment 13,2026
options)

Spot prices ec2 describe-spot-price-history, October
30-day time-weighted mean 13,2026
across Availability Zones

Database Savings Plans rates AWS Price List APl and the launch October

documentation 13,2026

Extended Support, Support tiers, EKS versions,and = AWS documentation and pricing October
Lambda, RDS, and ElastiCache lifecycle dates pages, read ontheretrieval date 13,2026

Prices are forus-east-1unless aline names another Region, and the model prices eachresourcein
its own Region. Where AWS’s sources disagree (for example, on whether CloudWatch vended-
log tiers pool across services), we model each service’s costinits own tier bucket and say so.

Appendix D: AWS facts this report relies on

These are the dated AWS facts behind the recommendations, so that areviewer can check them
against AWS’s pages.

e EKS: versions 1.34 through 1.36 are in standard support at the retrieval date and 1.31 through
1.33 arein extended support, at $0.10 and $0.60 per cluster-hour. Extended support for1.31
ends November 26,2026, for1.32 March 23,2027, and for1.33 July 29, 2027. Auto-upgrade at
the end of extended support has no advance notice and norollback.
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« RDS and Aurora Extended Support: $0.10 per vCPU-hourinyears1and 2 and $0.20 inyear 3,
perthe datesin the table above. RDS for MySQL 5.7 and Aurora MySQL version 2 end
Extended SupportonJune 30, 2029.

 ElastiCache: Valkeyis 20% below Redis OSS for node-based clusters; Redis OSS 4 and 5 are
in Extended Support atan 80% premiuminyearsland 2and 160% inyear 3.

« Savings Plans: Compute Savings Plans up to 66% off On-Demand, EC2 Instance up to 72%,
and Database Savings Plans up to 35%, one year, No Upfront, announced December 2, 2025.
SageMaker Savings Plans cover the always-on endpoints in dollars an hour for one or three
years.

« Network Firewall and NAT: Network Firewall waives the hours and per-gigabyte charges of
the NAT gateways it inspects, so the hub saving is Transit Gateway ($0.02 per GB) and firewall
processing ($0.065 per GB). Gateway endpoints for S3 and DynamoDB cannot be reached
across a Transit Gateway.

« Firehose: Direct PUTis billed at $0.029 per GB with each record rounded up to 5 KB, and
Parquet conversionis billed per GB converted.

« S3Intelligent-Tiering: objects move to Infrequent Access after 30 days without access and
to Archive Instant Access after 90, with no retrieval charge and a monitoring fee per object of
128 KB or more. Deep Archive PUT requests are $0.05 per 1,000, and its minimum storage
durationis 180 days.

o Auroral/O-Optimized: no /O charges, at a higher price forinstances and storage; AWS puts
the break-even at /O charges of about 25% of cluster spend, and the move to I/O-
Optimizedis allowed once every 30 days, while the move back to Standard is allowed at any
time.

o« AWS Backup: EBSrecovery points can move to the snapshot archive tier (billed at full size,
90-day minimum) and EFS recovery points to cold storage; RDS and Aurora recovery points
cannotmove.

« Public IPv4: $0.005 per address-hour, attached or not.

« CloudWatch: $0.50 per GB of log ingestionin the Standard class and $0.25 in Infrequent
Access; $0.03 per GB-month of storage.

« AWS Config: $0.003 per configurationitem continuously, $0.012 periodically.

« S3: thelifecycle transition prices, the 30, 90, and 180-day minimum storage durations, and
the 128 KB and 40 KB object-size rules in The object-size rules.

« EBS: gp3at $0.08 per GB-month with 3,000 IOPS and 125 MiB/s included; gp2 at $0.10.

« Supportplans: AWS Enterprise Supportis the greater of $5,000 a month or 10% of monthly
chargesupto $150,000, 7% to $500,000, 5% to $1million, and 3% above.
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« loT Core: $1.00 per million messages for the first billion a month; AWS loT Analytics and AWS
loT Events are shut down.

o AWS RoboMaker: shut down on September10,2025; AWS pointed simulation customers to
AWS Batch.

© 2026 Vantalect, LLC. Sample deliverable; StrataForge Robotics s fictional.

AWS, Amazon Web Services, AWS Graviton, and the AWS service names are trademarks of Amazon.com, Inc. orits affiliates.
Kubernetesis aregistered trademark of The Linux Foundation. GitHub is a trademark of GitHub, Inc. NVIDIA and Isaac Sim are
trademarks of NVIDIA Corporation. SAP and SAP S/4HANA are trademarks of SAP SE. Vantalect is not affiliated with or endorsed by
any of them. StrataForge Roboticsis fictional.
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