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Summary

At the end of week 4 (January 30, 2026), the people who work in AWS have a home thatisnotan
IAM user. The 5 administrators who remained and the 9 other people with console access, 14 in all,
were provisioned into IAM Identity Center on January 26 and have signedin to tp-prod throughiit
since January 28, the day the account joined the organization, each onto the smallest of 6
permission sets that does the job, with a second factorrequired at every sign-in, enforced by the
identity provider. GitHub Actions has deployed through OIDC federation, with no key stored
anywhere, since January 20. The root user holds no access keys, and since January 29 it holds no
credentials at all. What is leftis the IAM users of the 14 people themselves, kept only as a fallback:
eachis deleted on February 10, after that person’s first Identity Center sign-in appearsin the trail,
and one user stays, foravendor that cannot assume arole.

IAM users in tp-prod fall from 18 on the first day to 15 today and 1on February 10. The credential that
matters most, the one for a person who has left, is gone: the 2 departed administrators’ users
were deleted on January 6. Workloads are onroles: 8 of the 10 workload credentials in Workloads
onroles are changed, and the remaining 2 are dated in the same table.
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Identity in numbers on January 30, 2026.

Week 4 at aglance Result
IAM users in tp-prod on January 5 18
IAM users in tp-prod on January 30 15
IAM users planned for February 10 1
People on|AM Identity Center 14
Permission sets 6
Rootuseraccess keys 0
Long-lived keys held by CI 0
Workload credentials changed, of those in the table 8 0of10
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IAM usersin tp—prod over time. The last baris the plan, not aresult.
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What the sponsor needs to know

Dev Raman: two things are on your calendar. The IAM users of the 14 people are deleted on
February 10, once the organization’s policy set that denies new IAM users has reached
Prod; that policy is the Foundation’s step, approved inits change window. And the one
IAM user that stays, for the video analytics vendor, needs a written exception that Sasha
llyin signs on February 11. Neither needs a decision from you today.

People: everyone through Identity Center

Onthe first day, access was 7 IAM users with AdministratorAccess, 9 otherusers with console
passwords, and no second factor on any of them. Now a person signsin at the company’s identity
provider, with the second factorit already enforces, and lands in the AWS access portal, which
shows only the accounts and roles that person has been given. Nothing is typed into AWS: there is
no AWS password to forget, share, orleave behind.

The identity provider connects to Identity Center over SAML for sign-inand SCIM for provisioning,
so apersonaddedtoagroupinthe providerappearsin AWS, and a personremoved disappears
fromit, without anyone touching AWS. The connection went live in the Foundation’s second
change window, on January 23 (that window is foundation-4-landing-zone). SCIM provisioned the
people by group onJanuary 26, but an organization’s Identity Centerinstance assigns permission
sets only to member accounts, so the assignments to tp-prod waited forthe account tojoinon
January 28. The first sign-ins through Identity Center are that day.

The permission sets

A permission setis anamed bundle of permissions that Identity Center turnsinto aroleineach
accountitis assignedto. There are 6, and a person gets the smallest one that does the job.
Sessionslast 8 hours, 4 forPlatformAdministrator, and the identity providerrequires a second
factor at every sign-in, a security key or an authenticator app. Identity Center’'s own multi-factor
settings do not apply to people who signin through an external provider, whichis why the
requirement lives there.
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The permission sets, each assigned to a group. Members named here are the leads; the groups hold the
rest of each team.

Permission set Group Named members Scope

PlatformAdministr aws-platform- KofiBrandvold Every account; administrator, MFA

ator admins required

Developer aws—developers Marcus Oyelaran,  tp-devandtp-staging with power-user
Bea Okafor access; read-onlyintp-prod

MachineLearning aws—ml Yuki Sorensen tp-sandbox-mlwith power-user access;

read-onlyintp-prod

DataEngineer aws—data LiorHaddad Read and query on the telemetry stores
intp-prod; power-userin tp-dev

SecurityAudit aws-security-audit Sashallyin,Amara  Read-only everywhere;tp-audit and tp-
Delacroix log-archive
BillingViewer aws-billing GwenTallis Billing and Cost Explorerintp-
management

Administratoraccessis now one permission set, assigned to one group, held by the platform
team, instead of seven standing users. Everyone else works in the accounts that match theirjob
and canread, but not change, production. The commands that create a permission set and assign
it have this shape:

BASH

aws sso—admin create-permission-set ——instance-arn <instance-arn> —--name PlatformAdministrator
——-session—-duration PT4H
aws sso-admin attach-managed-policy-to-permission-set —--instance-arn <instance-arn> \
——permission-set-arn <permission-set-arn> --managed-policy-arn arn:aws:iam::aws:policy/
AdministratorAccess
aws sso-admin create-account-assignment —-instance-arn <instance-arn> —-target-type AWS_ACCOUNT
——target-id <account-id> \
——permission-set-arn <permission-set-arn> ——principal-type GROUP —--principal-id <group-id>

A developer’s day starts with a browser sign-in and ends when the session does:

BASH

aws configure sso # once: the start URL, the account, and the permission set

aws sso login ——profile tp—-dev # opens the browser; the identity provider asks for the second
factor

aws sts get-caller-identity ——profile tp-dev
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When someone leaves

A session already open outlives the person’s removal until it expires, which is why sessions are
shortand why SR-1in security-8-runbooks-handover has a step for deleting active sessions.

How aleaverloses access, and what covers the gap.

Step Who When Whatitdoes

The personis HR and The day they Identity Centerreceives the change automatically (SCIM

disabledinthe Sasha leave provisioning); the person cannot start anew AWS session.

identity llyin

provider

Existing Nobody  Withinthe Asession already openlasts until it expires: at most 8 hours,

sessions run out session 4 for PlatformAdministrator. For a suspected misuse, delete
duration the user’s active sessionsin IAM Identity Center and follow

SR-1foranyrole session.

The access Sasha Quarterly, The assignment export is compared with the HRroster; a
review confirms lIlyin and ateach name onthe export thatis not onthe rosteris a finding.
it leaver

The accessreview is the check on all of it. Each quarter, Sasha llyin exports the assignments and
the group memberships and compares them with the HRroster. The first is on March 31, the day
before the SOC 2 observation window opens, so the first exportis already in the evidence folder
when the auditor starts.

BASH

aws sso—admin list-account-assignments ——instance-arn <instance-arn> —-account-id <account-id>
——permission-set-arn <permission-set-arn>

aws identitystore list-group-memberships —--identity-store-id <identity-store-id> —-—group-id
<group-id>

The policy that keeps it closed

Moving peopleis only worth doing if nobody can quietly make a new IAM user. tp-scp-no-iam-
users does that for the whole organization. It blocks creating IAM users, console passwords, and
access keys, and it has one exemption: the break-glassrole; the vendor key rotationrole in tp-
prod, forthe vendoruser’'s access keys only; the Exceptions OU does not carry this policy.
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Where tp-scp-no-iam-users is attached, and when. It reaches Prod after Sandbox and NonProd have runit
for a day without a denial.

Reaches Date Status on January 30
Policy Staging Jan23 Attached

Sandbox, Workloads/NonProd Feb 3 Scheduled
Workloads/Prod, Security, Infrastructure Feb 5 Scheduled

What had a password or a key, and what has now

Thisis the inventory of long-lived credentials, with counts from the credential report on the first
day and what has changed since.

Long-lived credentialsin tp-prod. "At the end" is the plan; the dates are in What is not finished.

Credential OnlJanuary OnJanuaryAtthe end Finding
5 30

Rootuseraccess keys 2 ONone; root credentialsleave tp- C-1

prodonJan29

IAM users who had left the 2 ONone Cc-7

company

IAM users with a console 16 14None afterFeb 10 H-3

password

Access keys unused for 90 n ONone M-8

days

Access keys held by CI 2 ONone H-14

IAM users of every kind in 18 151: the video analytics vendor’s MAF-05

tp-prod

The second factor, in the meantime

Before January 13, no console user had a second factor and the password or key alone was
enough. From January 13 until January 28, when people stillused theirIAM users, a policy the
Hardening applied to every console user denies everything except setting up a second factor
untiloneis present:
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowManageOwnCredentialsAndMfa",
"Effect": "Allow",
"Action": ["iam:ChangePassword", "iam:GetUser", "iam:ListMFADevices",
"iam:ListVirtualMFADevices", "iam:CreateVirtualMFADevice",
"iam:EnableMFADevice", "iam:ResyncMFADevice"],
"Resource": ["arn:aws:iam::x:user/${aws:username}", "arn:aws:iam::x:mfa/${aws:username}"]
}r
{
"Sid": "DenyEverythingElseWithoutMfa",
"Effect": "Deny",

"NotAction": ["iam:ChangePassword", "iam:GetUser", "iam:ListMFADevices",
"iam:ListVirtualMFADevices", "iam:CreateVirtualMFADevice",
"iam:EnableMFADevice", "iam:ResyncMFADevice", "sts:GetSessionToken"],
"Resource": "x",

"Condition": {"BoolIfExists": {"aws:MultiFactorAuthPresent": "false"}}

BoolIfExists matters:it also denies arequest that carries no MFA information at all, which is every
request made with along-lived access key, so a stolen key could no longer do anything but
manage its own credentials. The policy went away with the users on February 10.

Cl: GitHub Actions on OIDC

The pipeline used one IAM user with 2 access keys, 391and 412 days old, kept as repository
secrets; a credential that never expires, readable by anyone who can edit a workflow. Since
January 20 the workflow asks GitHub for a short-lived signed token and exchangesit forarole
session of about an hour. Nothingis stored. The 2 keys and the user are deleted.

The exchange needs an OIDC providerin the account, created once, and one role perrepository
whose trust policy accepts a token only from that repository and branch. Both conditions matter:
without the sub condition, any repository on GitHub could ask for therole.

BASH

aws iam create-open-id-connect-provider ——url https://token.actions.githubusercontent.com ——
client-id-1list sts.amazonaws.com
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JSON

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {"Federated": "arn:aws:iam::<tp-prod-account-id>:oidc—provider/
token.actions.githubusercontent.com"},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"token.actions.githubusercontent.com:aud": "sts.amazonaws.com",
"token.actions.githubusercontent.com:sub": "repo:tidepost/tidepost-cdk:ref:refs/heads/
main"
+
+
1
}

The workflow side is four lines, and holds no secret:

YAML

permissions:
id-token: write
contents: read
steps:
- uses: aws-actions/configure-aws—credentials@v4
with:
role-to—-assume: arn:aws:iam::<tp-prod-account-id>:role/tp—deploy-cdk
aws—region: us—east-1

Each deployroleislimited to assuming the CDK bootstrap roles for tp-prod, so acompromised
workflow can deploy the stacks it was meant to and nothing else. The role names the branch
(main), so apullrequest from a fork cannot assumeit.

Workloads onroles

Every workload credential in the first scan appears here, with what it was, what it is now, and the
date. Arow marked "Scheduled" is a change dated after January 30.
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Workload credentials by finding. Each owner is the person who answers for the change.

Workload Before Now Finding Owner Status
Cland deployment OnelAMuserwith 2 access keys, 391and 412 OIDC federation: a short-lived token H-14 Kofi DoneJan20
(GitHub Actions) days old, stored as repository secrets exchanged fora deployrole, onerole per Brandvold
repository
Link-preview service Aninstance role with AdministratorAccess Arolelimited to the actions the serviceuses, C-6 Marcus DoneJan 8
with IMDSv2 required Oyelaran
Backend application Adatabase password and a third-party APl key Secrets Manager, read at runtime by the C-8 Marcus DoneJan?9
secrets inthe repository and in user data service’sownrole Oyelaran
Redis cache No password and no encryptionin transit An AUTH token from Secrets Managerand TLS H-7 Marcus DoneJan27
Oyelaran
Customer-managed Key policies that let any identity inthe account Named key administrators and per-service H-11 Sashallyin Done Jan23
encryption keys use the key through IAM policy alone grants
Vendor cross-account Fourroles avendor could assume without An external ID on each trust policy, agreed M-14 Kofi Done Jan22
roles proving which customerit acted for with each vendor Brandvold
Unusedroles Two roles that trust an account nobody at Deleted L-6 Kofi DoneJan20
Tidepost canidentify Brandvold
Kubernetes access Every engineer mapped to cluster EKS access entries, witharole scopedtoa H-9 Kofi Done Jan 30
administrator namespace Brandvold
Lambda configuration  Secretsinthe environment variables of nine Values in Secrets Manager, read at start-up M-3 Marcus Scheduled
functions Oyelaran Feb 2
Moderation functions = One executionrole with s3:xand sagemaker:x  Onerole perfunction, limited toits own H-13 Amara Scheduled
shared by every function buckets and endpoints Delacroix Feb 9
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Two of these deserve a sentence each. Vendorroles are the textbook case for an external ID: a
vendor that serves many customers assumes arole in each, and without anID agreed per
customer, one customer could trick the vendorinto acting in another’s account. Each vendorrole
that had none now has one, set with the vendor. Kubernetes access was every engineer mapped
to cluster administrator through a ConfigMap; itis now an EKS access entry with arole scopedtoa
namespace, so a developer can change what they own and read the rest.

Root and break-glass

Therootuserhasno access keys. Two FIDO2 keys protected it from January 6, and on January 29
the Foundationremoved its credentials from tp-prod under centralized root access, so aroot task
now needs a short session started from tp-management, and every sessionis in the trail. The break-
glass path, forthe day Identity Centeritself is unavailable, was created on January 22 in the
Foundation’s work: a hardware key sealed in the custody of Sasha llyin and Noor Castellanos, and
an alarm on every use that posts to the platform channel and opens a ticket. That path, its test, and
itsrunbook are the Foundation’s, in foundation-8-runbooks-handover.

The one IAM user that stays

OnelAMuserwithanaccess keyintp-prod, foravideo analytics vendor whose system cannot
assume arole. Its permissions: read access to one prefix of the renditions bucket. When asked,
the vendorhas no planto change that. So the user stays in tp-prod, outside the Exceptions OU,
under a written waiver that Sasha llyin signs on February 11 (the Foundation’s check MAF-05). Its
keyisrotated every 90 days throughits ownrole, which the no-IAM-users policy exempts for that
user’'s keys and nothing else, so arotation never needs break glass; KofiBrandvold owns the
rotation, and the waiveris reviewed at each quarterly access review.

What is not finished

Everything dated after January 30, and the full timeline it sits in. The rows in the lower half are plans,
eachwith an owner and a date; the next report that touches themis security-7-rescan.
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Identity changes in the order they happened or will happen. 5 of 20 are still ahead, between February 2 and February 11.

Date Who What Ref Status
Jané Tideposton Bothroot access keys deleted and two FIDO2 keys registered on the root user C-1 Done
notice
Jané Tideposton The two departed administrators’ passwords, keys, and users deleted C-7 Done
notice
Jan13 Hardening A policy condition makes every console user’s access depend on MFA H-3 Done
Jan13 Hardening All1T access keys unused for 90 days deactivated, then deleted after a week M-8 Done
Jan20 Hardening GitHub Actions moves to OIDC federation; the 2 Cl keys are deleted H-14 Done
Jan20 Hardening Two unused roles that trust an unknown account deleted L-6 Done
Jan22 Hardening External IDs added to the fourvendorroles M-14 Done
Jan22 Tidepost The break-glass user created and its hardware key sealed MAF-05 Done
Jan23 Hardening Both customer-managed key policies rewritten with named administrators H-11 Done
Jan23 Foundation IAM Identity Center connected to the identity provider (SAML sign-in, SCIM provisioning) with the six MAF-05 Done
permission sets
Jan26 Hardening The current staff provisioned into Identity Center over SCIM, by group C-7 Done
Jan28 Hardening The people signinto tp-prod through Identity Center permission sets C-7 Done
Jan28 Foundation tp-prodjoins the organization and the permission sets are assigned to it MAF-02 Done
Jan29 Foundation Root credentials removed from tp-prod under centralized root access C-1 Done
Jan30 Hardening Developers move from cluster administratorto namespace-scoped EKS access entries H-9 Done
Feb2 Hardening The secretsin the environment variables of 9 Lambda functions move to Secrets Manager M-3 Scheduled
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Date Who What Ref Status
Feb5 Foundation tp-scp-no-iam-users reaches Prod: no new |AMusers, console passwords, or access keys POL-S3 Scheduled
Feb9 Hardening Each moderation function getsits own executionrole H-13 Scheduled
Feb Foundation The IAM users of the current staff deleted, each after that person’s Identity Center sign-in Cc-7 Scheduled
10

Feb11 Tidepost The written exception for the video analytics vendor’s user signed MAF-05 Scheduled

© 2026 Vantalect, LLC. Sample deliverable; Tidepost, Inc. is fictional.
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